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We're here to help! If you have any questions about your application
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FCC and IC RFI Statements

Federal Communications Commission and Industry Canada Radio Frequency Interference
Statements

This equipment generates, uses, and can radiate radio-frequency energy, and if not installed and used properly, that is, in strict
accordance with the manufacturer’s instructions, may cause interference to radio communication. It has been tested and found to
comply with the limits for a Class A computing device in accordance with the specifications in Subpart B of Part 15 of FCC rules,
which are designed to provide reasonable protection against such interference when the equipment is operated in a commercial
environment. Operation of this equipment in a residential area is likely to cause interference, in which case the user at his own
expense will be required to take whatever measures may be necessary to correct the interference.

Changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to
operate the equipment.

This digital apparatus does not exceed the Class A limits for radio noise emission from digital apparatus set out in the Radio
Interference Regulation of Industry Canada.

Le présent appareil numérique n'‘émet pas de bruits radioélectriques dépassant les limites applicables aux appareils numériques de
la classe A prescrites dans le Reglement sur le brouillage radioélectrique publié par Industrie Canada.

EMEI49A-20 877-877-2269 | blackbox.com Page 3
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strucciones de Seguridad

(Normas Oficiales Mexicanas Electrical Safety Statement)
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. Todas las instrucciones de seguridad y operacion deberan ser leidas antes de que el aparato eléctrico sea operado.
. Las instrucciones de seguridad y operacion deberan ser guardadas para referencia futura.

. Todas las advertencias en el aparato eléctrico y en sus instrucciones de operacién deben ser respetadas.

. Todas las instrucciones de operacion y uso deben ser seguidas.

. El aparato eléctrico no debera ser usado cerca del agua—por ejemplo, cerca de la tina de bafo, lavabo, sétano mojado o cerca

de una alberca, etc.

. El aparato eléctrico debe ser usado Unicamente con carritos o pedestales que sean recomendados por el fabricante.
. El aparato eléctrico debe ser montado a la pared o al techo sélo como sea recomendado por el fabricante.

. Servicio—E! usuario no debe intentar dar servicio al equipo eléctrico mas alla a lo descrito en las instrucciones de operacion.

Todo otro servicio deberd ser referido a personal de servicio calificado.

. El aparato eléctrico debe ser situado de tal manera que su posicién no interfiera su uso. La colocaciéon del aparato eléctrico

sobre una cama, sofd, alfombra o superficie similar puede bloguea la ventilacion, no se debe colocar en libreros o gabinetes
que impidan el flujo de aire por los orificios de ventilacion.

El equipo eléctrico deber ser situado fuera del alcance de fuentes de calor como radiadores, registros de calor, estufas u otros
aparatos (incluyendo amplificadores) que producen calor.

. El aparato eléctrico debera ser connectado a una fuente de poder sélo del tipo descrito en el instructivo de operacion, o como

se indique en el aparato.
Precaucion debe ser tomada de tal manera que la tierra fisica y la polarizacién del equipo no sea eliminada.

Los cables de la fuente de poder deben ser guiados de tal manera que no sean pisados ni pellizcados por objetos colocados
sobre o contra ellos, poniendo particular atenciéon a los contactos y receptaculos donde salen del aparato.

El equipo eléctrico debe ser limpiado Unicamente de acuerdo a las recomendaciones del fabricante.

En caso de existir, una antena externa deberd ser localizada lejos de las lineas de energia.

El cable de corriente debera ser desconectado del cuando el equipo no sea usado por un largo periodo de tiempo.

Cuidado debe ser tomado de tal manera que objectos liquidos no sean derramados sobre la cubierta u orificios de ventilacion.

Servicio por personal calificado debera ser provisto cuando:

El cable de poder o el contacto ha sido dafado; u

Objectos han caido o liquido ha sido derramado dentro del aparato; o

El aparato ha sido expuesto a la lluvia; o

El aparato parece no operar normalmente o muestra un cambio en su desempefio; o
El aparato ha sido tirado o su cubierta ha sido dafada.

-”-"QO.U.UP
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Chapter 1: Specifications

1. Specifications

Audio — Sampling rate: 8 kHz

Certifications — AdRem NetCrunch, Quest Software—Big Brother®, Castle Rock, HP® OpenView®, IBM® Tivoli®, LoriotPro,
Logalot, MRTG®, SiteScope®, Somix®—WebNM® and Denika®, WhatsUp® Gold, Computer Associates Unicenter® TNG

Components — Manufactured using highly integrated, low-power surface-mount technology to ensure long-term reliability;
MX25 processor, 128 MB nano flash; internal on-board memory slot

Configuration — Via Web browser (HTTP/HTTPS)

Expandable Modules — EME1X8: 8-port intelligent sensors module;
EMETDC16: 16-port dry-contacts modules

Mean Time Between Failures (MTBF) — 400,000 hours
Memory — 28 MB nano flash

Network Interface — (1) 10/100BASE-T Ethernet RJ-45
Operating System — Embedded Linux

Processor — IM X25 CPU

Protocols Supported (Client) — DHCP, DNS, SMTP, (5) NTP, SNMP

Connectors — Inputs: (8) RJ-45 for connecting sensors; (4) RJ-45 expansion ports; (1) USB Version 1.1 Type A; (1) 2.5" jack
for analog audio; (1) RS-485 2-pin terminal box (used for Modbus®);
Dry contacts: EME149A-20, EME149D-20: (20);
EME149A-60, EME149D-60: (60)
Output: (1) 2.5" jack for analog audio; (1) 2.5" jack for microphone

Indicators — EME149A-20, EME149D-20: (42) LEDs: (1) Power LED, (1) Link LED, (40) LEDs (Status and Online)
for (20) dry contacts;
EME149D-20, EME149D-60: (122) LEDs: (1) Power LED, (1) Link LED, (120) LEDs (Status and Online) for (60) dry contacts

Temperature Tolerance — Operating: 32 to 131° F (0 to +55° C)
Humidity — 20 to 80%, noncondensing

Power — Input: 100240 VAC, 47-63 Hz external power supply;
Output: 7.0-9 VDC, 3 amps;
Consumption: 6.15 watts, 0.82 amps

Size — EME149A-20, EME149D-20: 1.8"H x 17.08"W x 5.4"D (4.6 x 43.4 x 13.7 cm);
EME149A-60, EME149D-60: 5"H x 18"W x 3.45"D (12.7 x 45.7 x 8.7 cm)

Weight — EME149A-20, EME149D-20: 5.73 Ib. (2.6 kg);
EME149A-60, EME149D-60: 6.83 Ib. (3.1 kg)

Page 6 877-877-2269 | blackbox.com EVIE149A-20



Chapter 2: Overview

2. Overview

2.1 Introduction
Used for environmental monitoring, the ServSensor VAE Lite identifies problems before they lead to business disruptions. This
high-speed, accurate, intelligent monitoring device features a completely embedded host and Linux® operating system.

2.2 What's Included

Your package should contain the following items. If anything is missing or damaged, contact Black Box Technical Support at
724-746-5500.

e (1) ServSensor VAE Lite with 20 or 60 Dry Contacts VAC or VDC
1

M
(1) 5-ft. crossover cable

® (2) rackmounting brackets with screws

* (1) power adapter

¢ (1) power cord

e (21) or (61) 2-wire terminal blocks (installed)
(

¢ (1) CD-ROM containing this user's manual and Help files

EME149A-20 877-877-2269 | blackbox.com Page 7



Chapter 2: Overview

2.3 Hardware Description

Figures 2-1 through 2-8 illustrate the ServSensors' front and back panels. Tables 2-1 through 2-8 describe their components.

2.3.1 EME149A-20 Front Panel

4

3| | | 7
,: | <BLACK BOX' ServSensor V4E Lite-20
Mic www.blackbox.com . . . . B LA K B X A LERTWERK

aiy O 5 O 0 000 OO O e 000000000000000006GOO
Power O Lnk O onine O O O OO OO O O0O0O0O0O0O0O0OO0O0OODOOODOODOOOO

1 2 6 3
Figure 2-1. Front panel.
Table 2-1. Front-panel components.

Number Component Description

1 Power LED When the unit is powered on, the power LED will be lit continuously. If the
power LED is flashing, there is a problem with the CPU. Contact Technical
Support at 724-746-5500 or info@blackbox.com.

2 Link LED The Link LED indicates network connectivity. It lights when a network is
connected to the ServSensor VAE Lite.

3 Mic The mic is a small hole for access to the internal microphone. Use it as a
sound sensor (or use an external mic).

4 SD memory card slot Place your SD card in the removable SD memory card slot. It can store sounds
recorded from the internal microphone and also the current firmware of the
unit.

5 Activity LED The Activity LED flashes when network traffic is sent to or received by the
ServSensor VAE Lite.

6 Status/Online LEDs 1-8 The Status/Online LEDs are numbered 1-8. They indicate the connectivity

status of the sensors connected to each port. You can also use these LEDs to
indicate system status during various operations.

Additionally, the LEDs can indicate the progress of an upgrade. The red LEDs
move from left to right to indicate activity, and all the green LEDs indicate
overall progress of the upgrade. When all the red lights are off and the green
are on, the upgrade/recovery process is complete.

These lights also indicate if the unit is operating in safe mode. This is when
the unit loads the operating system (OS) with a minimal set of drivers. If your
device enters safe mode after rebooting, contact Black Box Technical Support
at 724-746-5500 or info@blackbox.com.

The unit may enter recovery mode if a firmware upgrade is incomplete. In this

case, the unit displays a continuously lit row of red LEDs. If this happens,
contact Black Box Technical Support at 724-746-5500 or info@blackbox.com.

Page 8
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Chapter 2: Overview

Number

Table 2-1 (Continued). Front panel components.

Component

Expansion ports E1-E4

(40) LED indicators

2.3.2 EME149A-20 Back Panel

Figure 2-2 shows the ServSensor’s back panel. Table 2-2 describes its components.

Description

Use the four expansion ports numbered E1-E4 to connect the 8-port
expansion module (EME1X8) and/or the 16 dry-contact expansion module
(EME1DC16).

There are two LEDs (Status and Online) for each dry contact.

112 13 14 15 16 17

[ |
LI L)

9 10

Figure 2-2. Back panel.

Table 2-2. Back panel components.

Number Component Description

9 (8) RJ-45 connectors Use these ports to connect Intelligent Sensors to the ServSensor VAE Lite.

10 Barrel connector This is a 7.5-VDC plug. Connect a 7.0-9.0-V, 2.5-A power supply (included).

1 Mic out connector Connect an external microphone for voice modem applications.

12 Audio in Connect an external microphone.

13 Audio out Connect the output for external speakers.

14 USB Type A port Use the USB 1.1 port to connect a USB GBarPRS/GSM compatible modem,
a USB Wi-Fi dongle, or a USB Bluetooth® dongle.

15 2-pin terminal block (RS-485 port) The ServSensor V4E Lite supports Modbus master or slave.

16 RJ-45 10/100 network port Use this RJ-45 port to connect your ServSensor VAE Lite to the network.

17 Reset Press this button to reset the ServSensor V4E Lite.

18 EXT GND Use the EXT. GND connector to externally ground the unit.

19 (20) dry contacts (20) VAC dry contacts

EME149A-20

877-877-2269 | blackbox.com
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Chapter 2: Overview

2.3.3 EME149A-60 Front Panel

34 8 8
N
4 | I
<BLACK BOX ServSensor V4E Lite-60
" 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 17 58 59 60 61 62 63 64 65 66 67 68
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Figure 2-3. EME149A-60 Front panel.
Table 2-3. Front-panel components.
Number Component Description
1 Power LED When the unit is powered on, the power LED will be lit continuously. If the

power LED is flashing, there is a problem with the CPU. Contact Technical
Support at 724-746-5500 or info@blackbox.com.

2 Link LED The Link LED indicates network connectivity. It lights when a network is
connected to the ServSensor VAE Lite.

3 Mic The mic is a small hole for access to the internal microphone. Use it as a
sound sensor (or use an external mic).

4 SD memory card slot Place your SD card in the removable SD memory card slot. It can store sounds
recorded from the internal microphone and also the current firmware of the
unit.

5 Activity LED The Activity LED flashes when network traffic is sent to or received by the
ServSensor VAE Lite.

6 Status/Online LEDs 1-8 The Status/Online LEDs are numbered 1-8. They indicate the connectivity

status of the sensors connected to each port. You can also use these LEDs to
indicate system status during various operations.

Additionally, the LEDs can indicate the progress of an upgrade. The red LEDs
move from left to right to indicate activity, and all the green LEDs indicate
overall progress of the upgrade. When all the red lights are off and the green
are on, the upgrade/recovery process is complete.

These lights also indicate if the unit is operating in safe mode. This is when
the unit loads the operating system (OS) with a minimal set of drivers. If your
device enters safe mode after rebooting, contact Black Box Technical Support
at 724-746-5500 or info@blackbox.com.

The unit may enter recovery mode if a firmware upgrade is incomplete. In this
case, the unit displays a continuously lit row of red LEDs. If this happens,
contact Black Box Technical Support at 724-746-5500 or info@blackbox.com.

Page 10 877-877-2269 | blackbox.com EVIE149A-20



Chapter 2: Overview

Number

Table 2-3 (Continued) . Front panel components.

Component

Expansion ports E1-E4

(120) LED indicators

2.3.4 EME149A-60 Back Panel

Figure 2-4 shows the ServSensor’s back panel. Table 2-4 describes its components.

19

Description

Use the four expansion ports numbered E1-E4 to connect the 8-port
expansion module (EME1X8) and/or the 16 dry-contact expansion module
(EME1DC16).

There are two LEDs (Status and Online) for each dry contact.

112 13 14
I !

rAudio~| o
' 6 0D E- TV

Eth 10/100

75VDc.

T \ \

19 18 9
Figure 2-4. EME149A-60 back panel.
Table 2-4. Back panel components.
Number Component Description
8 (8) RJ-45 connectors Use these ports to connect Intelligent Sensors to the ServSensor VAE Lite.
9 Barrel connector This is a 7.5-VDC plug. Connect a 7.0-9.0-V, 2.5-A power supply (included).
10 Mic out connector Connect an external microphone for voice modem applications.
1 Audio in Connect an external microphone.
12 Audio out Connect the output for external speakers.
13 USB Type A port Use the USB 1.1 port to connect a USB GBarPRS/GSM compatible modem,
a USB Wi-Fi dongle, or a USB Bluetooth® dongle.
14 2-pin terminal block (RS-485 port) The ServSensor V4E Lite supports Modbus master or slave.
15 RJ-45 10/100 network port Use this RJ-45 port to connect your ServSensor VAE Lite to the network.
16 Reset Press this button to reset the ServSensor VAE Lite.
17 EXT GND Use the EXT. GND connector to externally ground the unit.
18 (60) dry contacts (60) VAC dry contacts
EME149A-20
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Chapter 2: Overview

2.3.5 EME149D-20 Front Panel
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Figure 2-5. Front panel.
Table 2-5. Front-panel components.

Number Component Description

1 Power LED When the unit is powered on, the power LED will be lit continuously. If the
power LED is flashing, there is a problem with the CPU. Contact Technical
Support at 724-746-5500 or info@blackbox.com.

2 Link LED The Link LED indicates network connectivity. It lights when a network is
connected to the ServSensor VAE Lite.

3 Mic The mic is a small hole for access to the internal microphone. Use it as a
sound sensor (or use an external mic).

4 SD memory card slot Place your SD card in the removable SD memory card slot. It can store sounds
recorded from the internal microphone and also the current firmware of the
unit.

5 Activity LED The Activity LED flashes when network traffic is sent to or received by the
ServSensor VAE Lite.

6 Status/Online LEDs 1-8 The Status/Online LEDs are numbered 1-8. They indicate the connectivity

status of the sensors connected to each port. You can also use these LEDs to
indicate system status during various operations.

Additionally, the LEDs can indicate the progress of an upgrade. The red LEDs
move from left to right to indicate activity, and all the green LEDs indicate
overall progress of the upgrade. When all the red lights are off and the green
are on, the upgrade/recovery process is complete.

These lights also indicate if the unit is operating in safe mode. This is when
the unit loads the operating system (OS) with a minimal set of drivers. If your
device enters safe mode after rebooting, contact Black Box Technical Support
at 724-746-5500 or info@blackbox.com.

The unit may enter recovery mode if a firmware upgrade is incomplete. In this
case, the unit displays a continuously lit row of red LEDs. If this happens,
contact Black Box Technical Support at 724-746-5500 or info@blackbox.com.

Page 12
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Chapter 2: Overview

Number

Table 2-5 (Continued). Front-panel components.

Component

Expansion ports E1-E4

(40) LED indicators

2.3.6 EME149D-20 Back Panel

Figure 2-6 shows the ServSensor’s back panel. Table 2-6 describes its components.

Description

Use the four expansion ports numbered E1-E4 to connect the 8-port
expansion module (EME1X8) and/or the 16 dry-contact expansion module
(EME1DC16).

There are two LEDs (Status and Online) for each dry contact.

111213 14 15 16 17

LI LT

9

Figure 2-6. EME149D-20 back panel.

Table 2-6. Back-panel components.

Number Component Description

9 (8) RJ-45 connectors Use these ports to connect Intelligent Sensors to the ServSensor VAE Lite.

10 Barrel connector This is a 7.5-VDC plug. Connect a 7.0-9.0-V, 2.5-A power supply (included).

1 Mic out connector Connect an external microphone for voice modem applications.

12 Audio in Connect an external microphone.

13 Audio out Connect the output for external speakers.

14 USB Type A port Use the USB 1.1 port to connect a USB GBarPRS/GSM compatible modem,
a USB Wi-Fi dongle, or a USB Bluetooth® dongle.

15 2-pin terminal block (RS-485 port) The ServSensor V4E Lite supports Modbus master or slave.

16 RJ-45 10/100 network port Use this RJ-45 port to connect your ServSensor VAE Lite to the network.

17 Reset Press this button to reset the ServSensor VAE Lite.

18 EXT GND Use the EXT. GND connector to externally ground the unit.

19 (20) dry contacts (20) VDC dry contacts

20 DC power connector 7.5 VDC power inputs

EME149A-20
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2.3.7 EME149D-60 Front Panel

34 8 8
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Figure 2-7. Front panel.
Table 2-7. Front-panel components.

Number Component Description

1 Power LED When the unit is powered on, the power LED will be lit continuously. If the
power LED is flashing, there is a problem with the CPU. Contact Technical
Support at 724-746-5500 or info@blackbox.com.

2 Link LED The Link LED indicates network connectivity. It lights when a network is
connected to the ServSensor VA4E Lite.

3 Mic The mic is a small hole for access to the internal microphone. Use it as a
sound sensor (or use an external mic).

4 SD memory card slot Place your SD card in the removable SD memory card slot. It can store sounds
recorded from the internal microphone and also the current firmware of the
unit.

5 Activity LED The Activity LED flashes when network traffic is sent to or received by the
ServSensor VAE Lite.

6 Status/Online LEDs 1-8 The Status/Online LEDs are numbered 1-8. They indicate the connectivity

status of the sensors connected to each port. You can also use these LEDs to
indicate system status during various operations.

Additionally, the LEDs can indicate the progress of an upgrade. The red LEDs
move from left to right to indicate activity, and all the green LEDs indicate
overall progress of the upgrade. When all the red lights are off and the green
are on, the upgrade/recovery process is complete.

These lights also indicate if the unit is operating in safe mode. This is when
the unit loads the operating system (OS) with a minimal set of drivers. If your
device enters safe mode after rebooting, contact Black Box Technical Support
at 724-746-5500 or info@blackbox.com.

The unit may enter recovery mode if a firmware upgrade is incomplete. In this
case, the unit displays a continuously lit row of red LEDs. If this happens,
contact Black Box Technical Support at 724-746-5500 or info@blackbox.com.
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Table 2-7 (Continued). Front-panel components.

Number Component Description

7 Expansion ports E1-E4 Use the four expansion ports numbered E1-E4 to connect the 8-port
expansion module (EME1X8) and/or the 16 dry-contact expansion module
(EME1DC16).

8 (120) LED indicators There are two LEDs (Status and Online) for each dry contact.

2.3.8 EME149D-60 Back Panel

Figure 2-8 shows the ServSensor’s back panel. Table 2-8 describes its components.

20 1i) 11213 14 15 16 17

oW

"'6"‘ éhdiog = § o
[ILILLIL]
I

9

Figure 2-8. EME149D-60 back panel.

Table 2-8. Back-panel components.
Number Component Description
9 (8) RJ-45 connectors Use these ports to connect Intelligent Sensors to the ServSensor VAE Lite.
10 Barrel connector This is a 7.5-VDC plug. Connect a 7.0-9.0-V, 2.5-A power supply (included).
il Mic out connector Connect an external microphone for voice modem applications.
12 Audio in Connect an external microphone.
13 Audio out Connect the output for external speakers.
14 USB Type A port Use the USB 1.1 port to connect a USB GBarPRS/GSM compatible modem,

a USB Wi-Fi dongle, or a USB Bluetooth® dongle.

15 2-pin terminal block (RS-485 port) The ServSensor VAE Lite supports Modbus master or slave.
16 RJ-45 10/100 network port Use this RJ-45 port to connect your ServSensor VAE Lite to the network.
17 Reset Press this button to reset the ServSensor VAE Lite.
18 EXT GND Use the EXT. GND connector to externally ground the unit.
19 (60) dry contacts (60) VDC dry contacts
20 DC power connector DC power input
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2.4 ServSensor with 20 or 60 Extra Dry Contact Inputs, VAC, or VDC

The 20 or 60 extra dry contact inputs on the ServSensor can be configured as inputs only up to 5 Volts in normal operation. In
opto-isolation mode they can input up to 30 Volts DC. This will protect these inputs and the unit from high voltages and spikes.

Opto-isolators provide complete electrical separation between the ServSensor and the dry contact. The base units are therefore
protected against possible large voltage spikes caused by lightning, for example.

The figure below shows the jumpers (on the dry contact board) set up to provide opto-isolators support.

Refer to the rear panel of the ServSensor above for the other connections on the rear panel, as they are exactly the same in
functionality.

JUMPER SETTING

Conn Input %
swi |
Conn Input

5 sWi
CON2 j 2 Lo 02

CON2

Figure 2-9. Jumper settings.
The OID for the extra dry contact inputs is:- .1.3.6.1.4.1.3854.1.2.2.1.18.1.3.<port>

2.4.1 Extra Dry Contact Input Practical Applications

The extra dry contact inputs can be used to monitor many types of equipment, for example, you can run the connection from
warning lights on alarm panels to the dry contact inputs, so that when the warning light on the alarm panel is activated, the dry
contact is triggered in the unit’s Web interface, thus allowing you to send notifications via emails or SNMP traps.
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2.4.2 ServSensor with 20 or 60 Extra Dry Contact Web Interface Setup

Location: System Location

Current System Time: 17/02/2012 17:00:32
Summary Picture Log / Sound Log I Sensors Notification Access Control Applications Help

Dry Contact

Sensor Ports

Dry Contact Ports

Camera Motion Detection
Sound Detector

No Video Signal
[ Power Meter
Virtual Sensors

This page shows the sensor ports and
their respective status and state

Click on a port to display or configure its
seftings

Figure 2-10. Sensors page.

First login to the ServSensor Web interface, then navigate to the Sensors Page, then click on the Dry Contact Ports link in the left
hand column. You can now click on the dry contact port to set up that port as shown in the screen shot above.

Location: System Location Current System Time: 17/02/2012 17:01:27

-
Summary | Sensors Notification Access Control Settings Applications Help

7777777777777 : Dry Contact
T

Sensor Ports
Dry Contact Ports
Camera Motion Detection

: - g - 5 - 2 i i ﬁ ﬁ i ﬁ i i i

Dry contact Port 9
Advanced Settings

LI 10| Normal Settings

Continuous Time Settings Minimum Time Settings

No Video Signal

& Power Meter Sensor Name |Dry contact Port 9
Vil Sandore Status No Status
Sensor Currently (m’

T — e

This page shows the sensor ports and Description of Status When Normal |High

Rewsn s Description of Status When Critical [Low

Click on a port to display or configure its

settings. Normal State @ Closed/GND © Open/+5 Volts

Helpful Suggestion Save Reset

Continuous Time for Sensor
s etz s tize sz - T —
an unstable temperature ennvironment.
is to add time in the continuous time to
report feature here.

Minimum Time Status
Prevents the status from fluctuating
within the time set. Eg. Sensor can only
show high critical state once within 3
seconds, ifvalue is setto 3 seconds.

—
1

Figure 2-11. Normal settings screen.

In the Normal tab settings we can see that the sensor is currently offline, so to enable the dry contact port we would click on the
Offline button.
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Location: System Location

Summary

Sensor Ports
Dry Contact Ports
Camera Motion Detection

Sound Detector
Mo Video Signal
[ Power Meter
Virtual Sensors

SNMP OID

Get SNMP OID

This page shows the sensor ports and
their respective status and state.

Click on a port to display or configure its
seftings.

Continuous Time for Sensor
One way to eliminate false warnings in
an unstable temperature ennvironment,
is to add time in the continuous time to
report feature here.

Minimum Time Status
Prevents the status from fluctuating
within the time set. Eg. Sensor can only
show high critical state once within 3
seconds, ifvalue is setto 3 seconds.

Access Control

Dry Contact

Notification

Picture Log / Sound Log

10 11 12 13 14 15 16 17 18 19 20 21

Current System Time: 17/02/2012 17:02:49
Applications Help

Settings

22 23 24 25 26 27 28

Dry contact Port 9

Normal Settings Advanced Settings Continuous Time Settings

Minimum Time Settings

Sensor Name ]Dly contact Port 9
Status Critical

Sensor Currently
High

Description of Status When Normal

Description of Status i
Normal State @ ClosediGND O Open/+5 Volts

Figure 2-12. Critical status screen.

Helpts Suggesiion I —————

We can see the dry contact input is now Critical and we can set how we require the Normal State to be as shown above—either
in the Closed GND or Open +5VDC. We can also rename our normal and critical state of the input.

Location: System Location
Summary

Sensors Menu

Sensor Ports

Dry Contact Ports
Camera Motion Detection
Sound Detector

No Video Signal

# Power Meter

Virtual Sensors

Get SNMP OID

This page shows the sensor ports and
their respective status and state.

Click on a port to display or configure its
settings

Continuous Time for Sensor

One way to eliminate false warnings in
an unstable temperature ennvironment,
is to add time in the continuous time to
report feature here.

Minimum Time Status
Prevents the status from fluctuating
within the time set. Eg. Sensor can only
show high critical state once within 3
seconds, if value is setto 3 seconds.

, (——
Picture Log / Sound Log Sensors

Access Control
Dry Contact

Notification

13 14 15 16 17 18 19 20

Dry contact Port 9

Normal Settings Advanced Settings Continuous Time Settings

Current System Time: 17/02/2012 17:03:26
Applications Help

23 24 25 26 27 28

EEEEEEEEREEREEEEEEEH

Minimum Time Settings

Sensor Name \Dry contact Port 9
Normal

High

Low

Status

Sensor Currently

Description of Status When Normal
Description of Status When Critical
Normal State

Figure 2-13. Online selected.

O Closed/GND @ Openi+5 Volts

Helpiu Suggestion |
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We can see that the dry contact input now is in the normal state as shown in the screen shot on the previous page.

Location: System Location Current System Time: 17/02/2012 17:04:07
Summary Picture Log / Sound Log Notification Access Control Applications Help

Dry Contact

12 13 14 23 24

9 0 11 15 16 17 18 19 20 21 22 2! 26 27
— EEEEEEREEEEEEEEEEEEEEE
Dry Contact Ports

Camera Motion Detection Dry contact Port 9

Sound Detector Normal Settings | Advanced Settings Continuous Time Settings Minimum Time Settings
Mo Video Signal

® Power Meter Enable Graph O on @ off

Virtual Sensors
Popup Windows on Sensor Name

Sensors URL

Get SNMP 0ID Openlinkin @ current Windows O New Windows

This page shows the sensor ports and
their respective status and state.
Click on a portto display or configure its Enable Calendar - O on @ off

seftings.
—

One way to eliminate false warnings in
an unstable temperature ennvironment,

Filter Status @ Enable O Disable

is to add time in the continuous time to
report feature here.

Minimum Time Status
Prevents the status from fluctuating
within the time set. Eg. Sensor can only
show high critical state once within 3
seconds, if value is setto 3 seconds

Figure 2-14. Advanced settings screen.

If we click on the Advanced tab, we can set the graphing to “on,” set the sensor URL, set the Filter Status, and enable the
Calendar. (More on the Sensor URL and Filter Status in sections 3.6 and 6.1).
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3. Installation

3.1 Setting Up the IP Address
The ServSensor VAE Lite is shipped with the default IP address of 192.168.0.100. Follow the steps listed below to change this IP
address to fit your own network configuration.

Before starting, make sure you have these items:

e (1) RJ-45 male CATS5 crossover cable

e (1) PC with Ethernet card or LAN socket

e (1) Power socket for the unit to connect to

To set up the IP address:

1. Connect the ServSensor VAE Lite via its Ethernet port to your computer’s Ethernet port with a CAT5 crossover cable.

2. Open a Web browser and type the default IP address (as in Figure 3-1), then press the Enter key.

- ~ B2 searcn ~ & Glcba\Ne& @ Music Games )

Type the unit default IP

Google

Google Search I'm Feeling Lucky

Steve Jobs, 1955 - 2011

Figure 3-1. Google Web Browser screen.

NOTE: In some cases, your computer might not be able to connect to this default IP address. In this situation, you will need to
change the IP address of your PC. See the instructions above.

3. After you press the Enter key in Step 2, Figure 3-2 appears. The default password for Admin is “public.” Change the password
to make your unit secure.

Page 20 877-877-2269 | blackbox.com EVIE149A-20



Chapter 3: Installation

1: Sys! Current Systes e: 3 5

Username Enter password and username
Password here

©1991 - 2000 All rights reserved.

Figure 3-2. User Type/Password screen.

4. Next, the home page will be displayed. It looks similar to the screen shown in Figure 3-3.

Location: System Location Current System Time: 01/01/2000 12:59:50

(M2 Summary Sound Log Sensors Notification Access Control Applications Help

Summary Setting Sensor Information =]

Sensor Filters I # Main Module Module Main Module

Normal
Sensors status wil be reloaded in 07 secs.
Sortby: [HostName [+
System Log ( 2 messages )
Advanced Filter 2000/01/0112:24:07  System power-on boot up
1999/12/3113:11:45  System power-on boot up

® Display Status
 Display Sensor Type
® Display Host Name

search: [

(__Expand All Modules | [ Collapse All Modules |

Click the “Settings” tab

System Log will be reloaded in 08 secs

Reload Sensorintenval: [0 secs. (_Apply ]

Figure 3-3. Settings tab.

5. Click on the “Settings” tab, then click on “Ethernet network” from the list on the left frame of the page. See Figure 3-4.

Location: System Location - Current System Time: 01/01/2000 12:45:13
Summary Sound Log Sensors Notification Access Control | Settings Applications Help

Ethernet Network

# General Use DHCP. °
= Connectivity I 1P Address  [10.15.87 Iz_ Enter new IP here

1. Select this option Subnet Mask [255.255.255.0

Wifi Network

Domain Name Server [10.1.5.5

Modbus
Ethernet MACID  00-0B-DC-00-5A-5C

Ethernet Media Mode 1seTx-FD, negotiated, link ok

SNMPTraps
Reset

Bluetooth
Dial-in Modem
Dial-Out Modem 3. Click “Save”
OpenVPN Client
Serial to Network Proxy

Server Integration
# System Administrator

This page allows the system IP settings to be
configured centrally by DHCP or manually.

Figure 3-4. Ethernet Network screen.
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To change the IP address of the ServSensor VAE Lite:

1. Select Ethernet network.

2. Input the new IP address.

3. Click the “Save" button.

3.2 Testing the New IP Address with the “Ping” Command

Once you assign the new IP address, use the “ping” command to test the ServSensor VAE Lite. You can also use this command as
a diagnostic tool to check whether your unit is connected to the network. See Figure 3-5.

1. Click “Start.”
2. Click “Run.”

3. Type “ping (IP address that the user entered),” and press Enter. An example IP address (10.1.5.206) is shown in Figure 3-5.

v BB Type the name of a program, folder, document, or
Administrator " TE Internet resource, and Windows will open it for you,
|

Open: | ping 10.1.5.206 v/

4 Internet J My Documents

Internet Explorer

b »
Eiiall My Recent Documents
Mozila Thunderbirc N
fozilla Thunderbird ﬂ My Pict
Adabe Photoshop C53 _J‘ gl
My Computer
Adobe After Effects C53 _g
g My Network Places

L'E Microsoft Office Word 2007

G’ Control Panel
Q QuickTime Player e, Set Program Access and
Defauilts
Q securityServer Client Q Prinkers and Faxes
E_:‘; Camtasia Studio “0) Help and Support

All Programs D

s Start & NickFfor da...

Figure 3-5. Ping Command screen.

4. After you press the “Enter” key, an MS-DOS® prompt window showing the test results appears (see Figure 3-6). If you get a

message saying “request timed out,” either the IP address is incorrect or a ServSensor VAE Lite is not connected to the

network.
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C:\WINDOWS \system32\ping, exe

"I start [ ——" 2 Systom Name - Mcro 3 secutyprobe_mewa.

Figure 3-6. MS-DOS window.

3.3 Firmware Upgrade

Make sure you are running the latest firmware. Please contact Black Box Technical Support at 724-746-5500 or
info@blackbox.com for the latest firmware.

NOTE: This manual refers to the Default IP address, 192.168.0.100. Substitute this for your own IP address if you have changed
the default IP address.

This tutorial gives you the information you need to upgrade the firmware.
To get to the tutorial’s starting point:
e | 0g in as administrator.

e Click the “Settings” tab.

Location: System Location

Current System Time: 01/01/2000 12:59:50

2 Summary Sound Log Sensors Notification Access Control Applications Help
Summary Setting Sensor Information I
Sensor Filters # Main Module Main Module = Normal
Sensors status will be reioaded in 07 secs
Sortby : [HostName |~
System Log (2 messages ) =]
Advanced Filter 1 2000/01/0112:24:07  System power-on boot up

# Display Status 2 1999/12/31 13:11:45  System power-on boot up

& Display Sensor Type Click the “Settings” tab
® Display Host Name

search: [

(__appyFiter | [ clearFitter |

< <

[_Expand All Modules | [ Collapse All Modules |

Reload SensorInterval: [10  secs
Syslog Filters

System Log will be reloaded in 08 secs

Figure 3-7. Settings tab.
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1. Click "System Administrator” and then “System Maintenance.”

2. Click "Upgrade.”

Location: System Location _ Current System Time: 01/01/2000 13:03:52

D
Summary Sound Log Sensors Notification Access Control | Settings Applications Help
System Maintenance

E———

® General Clear RRD datalog
S Conach Restore Original Settings [Res—TJ | Keep present network setting
Ethernet Network s - B
Vet Clear All User Data and Restore Original Settings Clear _| Keep present network setting
st Backup All Settings To Backup File
Browse...
Shup Restore All Settings From Backup File el B (Brovwe...]
SNMPT, [”] Keep present network setting
Bluetooth
e Send Configuration To Suj it
Zanii, = s Click here to setup SMTP Server
Dial-Out Modem System Firmware Upgrade
OpenVPN Client System Firmware Check Update
Serial to Network Proxy
Server Inteqration 3. Click “Upgrade”
(= System Administrator 1. Click on System Administrator
Password Checking
User & Group Management
System Maintenance 2. Select “System Maintenance”
Services and Security
System Log

Heartbeat Messages

Figure 3-8. System Administrator, System Maintenance screen.

3. The popup screen shown in Figure 3-9 appears.

Microsoft Internet Explorer @

\?‘) This will reboot the device into update mode. Do you want to rebook?

[ (o] I [ Cancel ]

Figure 3-9. Reboot prompt.

4. Click “OK.” The unit will reboot in Safe Mode. Then you will be redirected to the Safe Mode Web-based interface. This can
take some time, so please be patient. The page will display the message shown in Figure 3-10 when rebooting.

Sensors Notification

Firmware Upgrade

Rehooting ..

Figure 3-10. Firmware Upgrade Rebooting screen.
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5. After the ServSensor reboots, the page shown in Figure 3-11 appears. Click “Browse” and navigate to the firmware file
you downloaded, then click “Upgrade.”

[Safe Mode v. 3.|

BOOT: FIRMWARE UPGRADE
Firmware Upgrade

1. Download the firmware file from www.blackbox.com on to vour local hard disk.

2_Enter the firmware file name
Upgrade

lick here to navigate to the upgrade
file you downloaded from our website

Click “‘Upgrade”
Upgrade status

Waiting to upgrade firmware

Figure 3-11. Upgrade button.

6. During the process, you will see the messages shown in Figure 3-12.

I ——
Upgrade status
1%

Upgrading mega firmware ..

This is the second half of the upgrade process. It will take approximately 30 minutes.
When this is complete the upgrade status will say "Complete” and the system will reboot automatically.
During the upgrade process, the red LEDs run from left to right continuously.
The green LEDs show the percentage of the upgrade process.

Figure 3-12. Upgrade Status screen.

7. The unit will then reboot. The process is complete when the LEDs are back to their “normal” status.

3.4 Multi-users and Groups Setup

3.4.1 Group Setup
1. Log in to the ServSensor V4E Lite with the Administrator password. The default will be “public” if you have not changed this
yet.

2. Click on the Settings page, then System Adminstrator, then User & Group Management as shown in Figure 3-13.

NOTE: The following screen diagrams may appear small and hard to read. Please use the zoom feature in your PDF reader
program to increase the size of the page to better view these screen diagrams.
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Location: System Location Current System Time: 02/01/2000 09:36:18

—_—
Summary Sound Log Sensors Notification Access Control Settings Applications Help

User & Group Management

1. Cick “Settings

T, 3. Click the “"Groups” tab
Server Integration Admin * Administrator Built-in account for administrator 60
= System Administrator User* User Built-in account for user 60
Password Checking - Chanot TSRO

e 2. Clfck “User & Group Mangement —

Services and Security

System Log

Hearest esses [
I W—

This page allows enabling, creation and
changing of the User and Admin password.

©1991 - 2000 All rights reserved.

Figure 3-13. Group Setup screen.

3. Click on the “Go to Group Setup” link that will take you to the Groups page shown in Figure 3-14.

Location: System Location Current System Time: 02/01/2000 09:40:16
= 7 = (———r—
Summary Sound Log Sensors Notification Access Control Setting Applications Help

User & Group Management

# General

Siahec

Server Integration

= System Administrator

Password Checking Remove Properties
. Click “Add"

System Maintenance

Services and Security 1

stem L
Heartbeat Messages

This page allows enabling, creation and
changing of the User and Admin password.

©1991 - 2000 Al rights reserved.

Figure 3-14. Groups page.
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4. Click on the “Add” button to add your groups as shown in Figure 3-14.

Location: System Location
Summary

L sew ]
# General
# Connectivity
Server Inteqration
= System Administrator
Password Checking
User & Group Man
System Maintenance
Services and Security
System Log
Heartbeat Messages

This page allows enabling, creation and
changing of the User and Admin password.

nt

5. Enter your group name. For exa

Current System Time: 02/01/2000 09:43:38

Sound Log Sensors Notification Access Control Settings Applications Help

User & Group Management

Users Groups

Group Setup
Group Name | [System Guest
Descritption | [Guest of the system
Modify View
User Management 7] v
Connectivity v
Systems V!
Sensors and Maps
Notifications o]

Acknowledge Sensors and Notification

©1991 - 2000 All rights reserved.

Figure 3-15. User & Group Management screen.

mple, we have added a group called “System Guest” and entered our description.

6. Check the objects with the Web interface that this group will be able to Modify and View. Then, click the “Finish” button to
save your group. (See Figure 3-15.)

Location: System Location
Summary

# General
# Connectivity
Server Integration
= System Administrator
Password Checking
User & Group Management
System Maintenance
Services and Security
System Log
Heartbeat Messages

This page allows enabling, creation and
changing of the User and Admin password.

__ Current System Time: 02/01/2000 09:45:33

Sound Log Sensors Notification Access Control I Settings Applications Help

User & ér;)u[; Management

Group Name A Y

Description

System Guest Guest of the system

New group shown here

s prpares

©1991 - 2000 All rights reserved.

Figure 3-16. System Guest group added.

EME149A-20

877-877-2269 | blackbox.com Page 27



Chapter 3: Installation

7. The new group “System Guest” has been added to our group list as shown in Figure 3-16.

Location: System Location
Summary

__ Current System Time: 02/01/2000 09:47:07

Sound Log Applications Help

Sensors Notification

—
Settings.

Access Control

User & Group Management

& General
# Connectivity
Server Integration

= System Administrator
Password Checking
User & Group Management
System Maintenance
Services and Security
System Log
Heartbeat Messages

This page allows enabling, creation and
changing of the User and Admin password.

System Guest Guest of the system

@

After highlighting the group click “Properties” to modify settings

©1991 - 2000 All rights reserved.

Figure 3-17. User & Group Management screen.

8. If you want to modify your group settings, click on the group you want to modify. Then click on the “Properties” button as

shown in Figure 3-17.

3.4.2 User Setup

1. Click on the “Users” tab and then click the “Add"” button to add the new users to your groups as shown in Figure 3-18.

Location: System Location
Summary

# General
# Connectivity
Server Integration

© System Administrator
Password Checking
User & Group Management
System Maintenance
Services and Security
System Log
Heartbeat Messages

This page allows enabling, creation and
changing of the User and Admin password.

Current System Time: 02/01/2000 09:48:52

—T—
Applications Help

Sound Log Sensors Notification Access Control Settings.

User & Group Management

Group Name A ¥ Description Login session timeout (minutes)
Admin * Administrator Built-in account for administrator 60
User* User Built-in account for user 60

* Cannot remove.

After selecting “Users” Click “Add"

©1991 - 2000 Al rights reserved,

Figure 3-18. User Setup screen.
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2. Enter your user details as shown in Figure 3-19. In our example, we have entered Bob Smith as your Guest into our “System
Guest” group. We have also added the option so that this user cannot change his login password. After adding your users for
each group, click the “Finish” button to save each user.

Location: System Location Current System Time: 02/01/2000 09:54:49

S T (P ——————
Summary Sound Log Sensors Notification Access Control Settings. Applications Help

User & Group Management
e

# Connectivity

User Setup
Server Integration Enter the user name, password, descritption and then select the member of the group.

 System Administrator

Password Checking User Details

1 & Gre ent -
User Name  [BobSmith {/]! user cannot change Password
System Maintenance
Password [sssss
? :
Sl LU Confirm Password [ssees
System Log Description  [Guest
Heartbeat Messages Login session timeout (minutes)  [60

E—— Memseotrovp [rERGHRT] St G s

This page allows enabling, creation and
changing of the User and Admin password. Click “Finish” when you have completed your

— — cata enty

©1991 - 2000 All rights reserved.

Figure 3-19. Enter user details.

3. The new user has been entered into our list of users.

Location: System Location Current System Time: 02/01/2000 09:57:16
o O —
Summary Sound Log Sensors Notification Access Control Settings. Appiications Help
User & Group Management
# General
Server inteqration Admin * Administrator Built-in account for administrator 60
= System Administrator User* User Built.in account for user 60
: [_Bobsmitn System Guest Guest 60 |
Password Checking
User & Group Management * Cannot remove.
System Maintenance
Services and Security
System Log

Heartbeat Messages

This page allows enabling, creation and
changing of the User and Admin password.

©1991 - 2000 All rights reserved.

Figure 3-20. User list.

4. To modify a user’s setting, click on the user to select it, then click the “Properities” button as shown in Figure 3-21.
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Location: System Location
5 & — —_—
Summary Sound Log Sensors Notification Access Control

Current System Time: 02/01/2000 09:58:18

Settings Applications Help
User & Group Management
# General
B
Server lateqration Admin * Administrator Built-in account for administrator 60
= System Administrator User* User Built-in account for user 60
BobSmith System Guest Guest 60
Password Checking
User & Group Management * Cannot remove.
System Maintenance
Remove Pre rties
rEm——— (_Benore_J[ Prop
System Log After highlighting your user select “Properties” to modify settings

Heartbeat Messages

This page allows enabling, creation and
changing of the User and Admin password.

©1991 - 2000 All rights reserved.

Flgure 3-21. Properties button.

3.5 Services and Security

3.5.1 Active Services Application (Disabling)

Notification Access Control Settings -

Services and Security

| Nagios

V! secure Shell

V! Telnet

V| Web Interface (HTTP)

Figure 3-22. Services and Security screen.

You can enable or disable the Nagios, Secure Shell, and Telnet applications running on the unit to make it more secure.
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3.5.2 Closing or Changing Ports Disabling HTTP and Enabling HTTPS

Notification Access Control r Settings

Services and Security

| Nagios

V| secure Shell

V! Telnet

Web Interface (HTTP)

porttouse 80 [ Available Port J

V| Secure Web Interface (HTTPS)
Active Services porttouse 443 [ Available Port ]

Figure 3-23. Active services.

You can also close or change the ports used to access the unit’s Web interface, disable HTTP, and enable HTTPS only.

The “s" at the conclusion of HTTPS stands for secure. The SSL/TLS connection type is used primarily for high-value sites or
“pages,” to make it more likely to be unreadable to someone at the end points.

The traffic between client and the ServSensor V4E Lite is not cached along the various units as it moves across the Internet, so it
can't be accessed by someone after the connection is terminated.
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3.5.3 The SNMPvV3 SSL Security Feature

Notification

Access Control Settings

Services and Security

| Nagios

V| secure Shell

Telnet

V| Web Interface (HTTP)

porttouse 80 [ Available Port ]

Active Services

Secure Web Interface (HTTPS)
porttouse 443 [ Available Port ]

Simple Network Management Protocol Version 1 (SNMPv1)
Simple Network Management Protocol Version 3 (SNMPv3)

11 Serial to Network F-’roxy (serznet)
AKCess Pro Server Integration
| Ethernet Watchdog

[Save][ResetJ

Figure 3-24. Add Key screen.

Use the SNMPv3 SSL (Secure Sockets Layer), which is the standard security technology for establishing the encrypted link betwen
the ServSensor and the Web browser. The link ensures that all data passed between the ServSensor and the browser remains
private and integral.

SNMPV3 provides important security features:

e Confidentiality—Encrypts packets to prevent snooping by an unauthorized source.

¢ Integrity—Message integrity to ensure that a packet has not been tampered with in transmit.

¢ Authentication—To verify that the message is from a valid source.
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) Upload SSL Key - Mozilla Firefox - I EI|5]

I |_—’j | http:/f10.1.1.162juploadsK. php?PHPSESSID=82e162%ed458be46bb7 1 a6F4dd38eace ‘i:f

Select ssl key :I‘

File : [— Erowse.. |

file name must he userkey.pem

Close

Figure 3-25. Select SSL Key screen.
3.5.4 Active Security

In the active security section, you can enable users who are logged into the unit's Web interface to “Acknowledge” alarms, which
is normally reserved only for the Administrator.

When the unit boots up, it will announce the IP address that it has been configured with. As an added security feature, this
announcement can be disabled so that the IP address remains unknown.

Active Security

Allow Users to Acknowledge Alarms

Active Security =
¥ Announcement IPAddress When Login

| Save | | Reset |

Figure 3-26. Active Security screen.
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3.5.5 The NAC or Network Access Control Security Feature

Hetwork Access Control

Metwork Access Control T off ™ On —

i « Only allow access to the host below
Access Policy

C Only deny access to the host helow

Allow List

| save | | Reset |
e —

Figure 3-27. Network Access Control screen.

The NAC or Network Access Control feature enables you to restrict access to the Web interface for only certain IP addresses, or
deny access to the Web interface for only certain IP addresses.

3.6 Setting Up a Sensor

This section describes the basic setup of a sensor, using a Black Box temperature sensor as an example. If you require information
on specific functions of a particular sensor, then download the manual for that sensor from our Web site, www.blackbox.com.

1. Plug the sensor into one of the RJ-45 “intelligent sensor ports” on the ServSensor’s rear panel. In this example, we will use
Port 1. See Figure 3-28.

Location: System Location Current System Time: 17/02/2012 17:04:07

Summary Picture Log / Sound Log Notification Access Control Applications Help
Dry Contact

Figure 3-28. Intelligent sensor Port 1.

2. Point your browser to the ServSensor’s IP address (the default is 192.168.0.100). Log in as the administrator using your
administrator password (the default is “public”). You will then be taken to the summary page shown in Figure 3-29.
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Location: System Location Current System Time: 02/01/2000 11:12:17
2  Summary Sound Log Sensors Notification Access Control Settings Applications Help

Summary Setting Sensor Information
Layout Setting Host Name A TypeAY Sensor Name A Y Reading A Y

Sensor Filters Main Module Temperature Temperature Port 8 27.0°C

Syslog Filters. Sensors status will be reioaded in 10 secs.
System Log ( 0 messages )
Sort by | Date j

Number of display items per page [10[=

Advanced Fiter Sensor Information is listed here

# Display Log Level

# Display Log Type

@ Display Notification
# Display Sensor Type -
+ Display Sensor Status /

(_appiyFiter | [ clearfitter | [ Clear Sysiog |

Reload Syslog Interval - (10 Secs.

System Log wil be reloaded in 09 secs.

©1991 - 2000 All rights reserved.

Figure 3-29. Summary page.

The temperature sensor should be listed, along with its current reading and status.

This summary page enables you to quickly see which sensors are connected and their status, view the system log, and also view
footage from any connected cameras. Next are some of the tools the Web-based interface provides for getting feedback from
the sensors.

3. Click on the temperature sensor’s name (indicated in Figure 3-29). This will bring you to Figure 3-30, the Sensors page.
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Location: System Location . Current System Time: 02/01/2000 11:15:08
Summary Sound Log f Sensors Notification Access Control Settings Applications Help

Sensor Settings

ety Auto Sense [ M AutoSense | [ M AutoSense | [ M AutoSense | [ M AutoSense | [ M AutoSense | [ M AutoSense | [ M AutoSense | [ AutoSense |

Expansion Boards
S ® ® [ J ® [ J [ ® ®

Sound Detector -

s oniine ° ° ° © o ° ° )
# Power Meter
s v LT =3
This page shows the sensor ports and their NIC Temperature

respective status and state.
Click on a portto display or configure its

setfings. Normal Settings

Sensor Name [|1elwemmreportu _] Name of Sensor

Advanced Settings Continuous Time Settings Minimum Time Settings

One way to reduce the amount of false X
warnings when temperatures are frequently
fluctuating, is to set the “Rearm” feature T
here This is similar to the “Continuous Time"
feature as itwill fiter out, or not allow Ecyima 18 S IMONLIC
additional alerts to be sentif the temperature Threshold Adustment
fluctuates within the degree this has been set -
to Low Critical High Critical
10 20 30 140
Continuous Time for Sensor
One way to eliminate false wamings in an Current Reading  27.0°C
unstable temperature ennvironment, is to add
time in the continuous time to report feature Status  Normal
here. 2 5
Sensor Currently Online / Offiine Status Option
Minimum Time Status
Prevents the status from fluctuating within the
time set Eg. Sensor can only show high
critical state once within 3 seconds, ifvalue is Set Thermostat Online

setto 3 seconds.

Figure 3-30. Sensors page.
NOTE: Another way to access this page is to click on the “Sensors” tab at the top of the page.
3.6.1 Notification Thresholds

From this page, you can carry out various operations as indicated above. You can also view the current status (normal, low critical,
high critical, etc). In Figure 3-30, the sensor indicates a temperature of 27° C and a status of Normal. If you click on the blue
marker arrow next to the “Threshold adjustment” label (shown in Figure 3-30), you can drag this marker to re-configure the
thresholds. After dragging the marker, click “Save.” In Figure 3-31, you can see that this marker has been moved to make a new

threshold, and the sensor status has changed along with it.

Sensor Name ITemperaiure Port 1

29°C

L
High Critical

h A 4 A&

Low Critical 0 22 High critical value is now

below current reading

Low High
Critical Critical
o [z |15 |22

Current Reading 29°C

Status High Critical

Status is now showing

Sensor Currently critical

Figure 3-31. High critical status shown.
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If the marker is then dragged back above the current temperature reading, the status should return to a normal condition again.

(See Figure 3-32.)
NOTE: If this does not happen right away, press the browser’s refresh button.

Sensor Name |Temperature Port 1

High critical value

S & set to above current

Low Critical 0 41 High Critical reading
Low High
Critical Critical
0 4 |33 |41
Current Reading 29°C Status returns to

Status Normal [ normal again
L
Sensor Cl

Figure 3-32. Normal status indicated.

If you want to take a sensor offline, then click on the “Sensor Currently” button. This will place the sensor offline and you won't

have to physically unplug it. See Figure 3-33.
Curremt Reading 29°C

Status _Normal Click this button to

Sensor Currently take a sensor offline

Figure 3-33. Sensor Online/Offline screen.

Your page will look similar to Figure 3-34 after you take the sensor offline.

Location: System Location
Access Control
Sensor Settings

HostName  [Main Module

casnsonsaate Ealley

Auto Sense [_H Autosense | (@ AutoSense | [ AutoSense | [ H AutoSense | [ @ Autosense | [ [ AutoSense | [ Autosense | [ Autosense |

respective status and state Status
Click on a portto display or configure its Online
setings.

EEEE P

©1991 - 2000 All rights reserved.

The shaded sensor icon indicates that the sensor is offline

Figure 3-34. Sensor Offline screen.
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To bring a sensor back online, select the type from the drop-down menu and click “Save.” See Figure 3-35.

Location: System Location Current System Time: 02/01/2000 11:26:40

e
Summary Sound Log Sensors Notification Access Control Settings Applications L)
Sensor Settings

Sensor Porty AutoSense [ [ AutoSense | [ M AutoSense | [ M AutoSense | [ M AutoSense | [ M AutoSense | [ M AutoSense | [ M Autosense | [ AutoSense |
Expa Board:
Online ® ® o [ ] o [} ® ®

& Power Meter

AL

This page shows the sensor ports and their NIC NC NIC NiC NIC NIC NiC
respective status and state

Click on a port to display or configure its
settings

HE

©1991 - 2000 All rights reserved.

Select sensor from drop down menu
€ Intemet | Protected Mode: On v ®10%

Figure 3-35. Select Sensor Type screen.

3.6.2 Advanced Sensor Settings
Click on the Advanced Settings tab to get the options shown in Figure 3-36.

Location: System Location Current System Time: 17/02/2012 17:15:42

———
Sensors

Summary Notification Access Control Settings Applications Help

Sensor Settings

Sensor Ports Auto Sense [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ]
Expansion Boards Stnms ® ® ® ® ®

# Po Mett
el Online Y @ @ © @
Virtual Sensors
B E B EF E
Get SNMP OID

Nual Temperature ¥

Dual Sensors

This page shows the sensor ports

and their respective status and Normal Settings Advanced Settings Continuous Time Settings Minimum Time Settings
state.
Click on a port to display or ~ - -
configure its settings. Units ) Fahrenheit @ Celsius
Rearm |2
Helpful Suggestion _
Reading Offset |0
Rearm Data Collection Type | Average j

One way to reduce the amount of
CELLEIaE Display Style © Basic Style ) Gauge Style

temperatures are frequently
fluctuating, is to setthe "Rearm™
feature here.This is similar to the Check rate of change () Enable © Disable
"Continuous Time" feature as it
will filter out, or not allow
additional alerts to be sentifthe
temperature fluctuates within the
degree this has been setto Popup Windows on Sensor Name
Sensors URL
Continuous Time for Sensor Open link in

One way to eliminate false
warnings in an unstable

Enable Graph () op @ Off

© Current Windows ) New Windows

temperature ennvironment, is to Filter Status @ Enable ) Disable
add time in the continuous time to
report feature here. Enable Calendar ) on © Off

Minimum Time Status

Prevents the status from
fluctuating within the time set. Eg.

Sensor can only show high critical Set Thermostat Online
state once within 3 seconds, if

value is setto 3 seconds.

Figure 3-36. Advanced Sensor Settings screen.
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Advanced Mode Functions:

Dual Temperature ¥

Normal Settings Advanced Settings

Continuous Time Settings Minimum Time Settings

(_ Fahrenheit @ Celsius

Rearm
Reading Offset
Data Collection Type

Display Style

Check rate of change

Enable Graph

Average

=
i

@ Basic Style () Gauge Style
") Enable @ Disable

) on @ Off

Figure 3-37. Advanced mode functions, units.

Units: Changes units from C to F or vice versa.

Dual

Temperature ¥

Normal Settings Advanced Settings

Continvous Time Settings

Minimum Time Settings

Units ) Fahrenheit @ Celsius
Rearm |2
Reading Offset |0
Data Collection Type | Average [+ |

Display Style

Check rate of change

Enable Graph

@ Basic Style ) Gauge Style
") Enable @ Disable

) on @ Off

Figure 3-38. Advanced mode functions, rearm.
Rearm: The Rearm parameter is useful for sensors, such as the temperature and humidity sensors, whose values can vary.

This prevents the sensor from flickering between two states. For example, if the Warning High threshold for the temperature
sensor is set to 80 degrees, and the sensor temperature varies between 79 and 80, you could be faced with a very large number
of e-mails, traps, and events logged. The Rearm parameter prevents this by forcing the temperature to drop by the Rearm value
before changing the state back to normal. In this example, if Rearm is set to 2, then the sensor would have to drop from 80
down to 77 before the status would change from Warning High back to normal.
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Dual Temperature ¥

Normal Settings Advanced Settings

Continuous Time Settings Minimum Time Settings

Units ) Fahrenheit @ Celsius
Rearm |2
{ Reading Offset |0 )
Data Collection Type IA\rerage :
Display Style @ Basic Style (' Gauge Style

Check rate of change

Enable Graph

) Enable @ Disable

' on @ Off

Figure 3-39. Advanced setings, reading offset.

Reading offset: A calibration tool. If you want to calibrate the temperature sensor, for example, you could enter an offset value
of 5. This means that if the sensor reads 20 degrees then it would record as 25 degrees. This figure can also be a minus figure

(for example, -5 would show 15 degrees instead of 20).

Dual Temperature ¥

Normal Settings Advanced Settings

Units
Rearm

Reading Offset

Continuous Time Settings Minimum Time Settings

") Fahrenheit @ Celsius

—

( Data Collection Type

0
Average

Display Style

Check rate of change

Enable Graph

Sensors URL

Open link in

Filter Status

Enable Calendar

@ Basic Style () Gauge Style
") Enable '@ Disable
' on @ Off

Popup Windows on Sensor Name

@ Current Windows ' New Windows

@ Enable ) Disable

) on @ Off

| save | [ Reset |

| Set Thermostat Online |

Figure 3-40. Advanced settings, data collection type.
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Data Collection Type
This refers to the data collection from the sensor and how the data is then displayed on the graphs.
There are three options for collection of data: Average, Highest, and Lowest. The default setting is “Average.”

When the data collection type is set to “Average,” the output graphs for the daily, monthy, and yearly all have the same size on
the screen. For the daily graph, each data point on the graph is one data point collected from the sensor. But for the monthly and
yearly graph, to display more data into the same size as for the daily graph, some consolidation on the data is needed. One data
point on the monthly and yearly graph is the average of the sensor data in a range.

The maximum and minimum values showing on the monthly and yearly graphs are the value of this consolidated data and not
the raw data over that period of time.

When the Data Collection Type is set to the highest setting,then you will get the graphing output dsiplaying the sensor’s highest
reading. This is the same for the lowest setting.

Dual Temperature ¥

Normal Settings Advanced Settings Continuous Time Settings Minimum Time Settings

Units () Fahrenheit @ Celsius
Rearm

|2
Reading Offset ID

Data Collection Type | Average

1 Display Style @ Basic Style () Gauge Style '

Check rate of change () Epable @ Disable

Enable Graph () on @ Off

Popup Windows on Sensor Name

Sensors URL

Openlinkin @ Current Windows ' New Windows

Filter Status @ gpable ' Disable

Enable Calendar () On @ Off

[ Save J [ Reset ]

| Set Thermostat Online |

Figure 3-41. Advanced settings, display style.
Display Style

You can keep the sensors “Dislplay Style” in the Web interface as the Basic Style (slide bar) or you can change it to “Gauge Style.”
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You have selected the gauge style.
This will allow you to manually edit the sensor status color and description.
You will need to save the changes for this o take effect.

OK | | Cancel

Figure 3-42. Gauge Style screen.
When switching to the Gauge Style type, you will first be prompted with the popup dialog box shown above.
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Dual Temperature ¥

Normal Settings Advanced Settings Continuous Time Settings Minimum Time Settings

Sensor Name |Dual Temperature Port 8

Low Critical Low Warning Normal High Warning High Critical

o I oo o o THE

Current Reading 26.5°C

Status Mormal

Sensor Currently

[ Save ] [ Reset]

[ Set Thermostat Online ]

Figure 3-43. Sensor threshold levels.

You will now see the new display where you can set the sensor’s threshold levels as shown above.
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Dual Temperature ¥

Normal Settings Advanced Settings Continuous Time Settings Minimum Time Serttings

Units ) Fahrenheit @ Celsius
Rearm IZ—
Reading Offset [0
Data Collection Type | Average [+ |

Display Style () Basic Style @ Gauge Style
( Advanced Status Text and Color )lLow Critical

ILow Warning

| Normal

|High Warning

|Hign Critical

ISensor Error

Check rate of change () Epable @ Disable

Figure 3-44. Advanced Settings Text and Colors screen.

After clicking on the “Advanced Settings” tab, you can change the text and colors for each sensor threshold as shown in the
screen above.

Dual Temperature ¥

Normal Settings Advanced Settings Continuous Time Settings Minimum Time Settings

Units ) Fahrenheit @ Celsius
Rearm [2
Reading Offset Iﬂ—
Data Collection Type [ Average [+

Display Style @ Basic Style ' Gauge Style

Check rate of change @ Epable () Disab;\
Maximum acceptance of change IWE %
Period of time IS_IE[ minutes
Direction [Both [+]
Status when exceeds limit IWE j

Enable Graph ) gn @ Off

Figure 3-45. Advanced Settings, Check Rate of Change screen.
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Check rate of change

When enabling the “check rate of change” feature for the sensor, you can set the rate in a percentage ranging from 1% to 80%
over a period of time ranging from 1 to 20 minutes. You can set the direction to Up, Down, or Both, and you can set the Status
when the limit is exceeded to show either High Critical or Low Critical.

You can tie this sensor alert to any notification. Use it with a fuel level sensor to alert you to theft of fuel or leaks in storage tanks.
Continuous Time Settings and Minimum Time Settings Tabs

The following advanced functions set the time frame in which the system should delay a notification being triggered when a
sensor gives a reading that exceeds the thresholds (high warning, normal, etc).

Continuous Time to Report High Critical: This helps to eliminate unnecessary messages during minor fluctuations. You can set
the amount of time to delay a notification of a status change from high warning to high critical. Enter the time in seconds and
press the “Save” button. The amount of time that you can enter is between 0 and 65535 seconds, which equals approximately
18 hours.

Continuous Time to Report High Warning: As above, but delays notification for “High Warning.”

Continuous Time to Report for Normal: As above, but delays notification for return to “Normal” state.

Continuous Time to Report for Low Warning: As above, but delays notification for “Low Warning” state.

Continuous Time to Report for Low Critical: As above, but delays notification for “Low Critical” state.

Continuous Time to Report for Sensor Error: As above, but delays notification being sent for sensor going into an error state.

Example: An airflow sensor or humidty sensor may have temporary drops in readings that are normal operating characteristics; a
logical time limit is set to show abnormal conditions.

Enable Calendar: If you select this option, the screen shown in Figure 3-46 will be displayed.

Enable Calendar | & onlO off e e
-

AM PM
121|234 (5|6 (7 (8|9 1011121 |12 |3 |4 |5 |6 |7 (8 |9 [10/11

Sunday Illlllllllllllllllllllll

Tuesday .. ..
Wednesday .. ..
Thursday .. .l
rcy [ HEREEEEEEEEREEEREREER
sawday [ HENENNERERERRRNERNERENEN

Togale Working Hours
To Clear/Set, Click Hour, Day, AM, PM, All.
Report To Clear/Set the Whole Hour, Click a Cell.
Repo

it TO Selec1 a Minute, Right Click a Cell; Mouse Over will display minute

All

[ save | | Reset |

[ Set Thermostat Onlinej

Figure 3-46. Enable Calendar Status screen.
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In this example, we want to monitor an office building between the hours of 7 PM-9 AM Monday—Friday only. You can see in
this picture we have selected the “Do Not Report” option for the hours in which we do not want to receive any notifications or
have any events logged. You change the status of that time frame (Report/Do Not Report) simply by clicking on the square. This

will change it from blue to gray; a second click will return it to blue.

Enable calendar & on O Off

All
12 4 |5 |6 |7 |8 |9 |10 (11 (12 (1 (2 (F (4 (§ |6

-]
(-]

Sunday

| |
Monday ----
Tuesday ----
Wednesday ----
]
|
T

Thursday ---
pidoy [
Saturday [—[—

_NEEN |-
_HNEEE
_HNEEE
_HEEEE
- N

R

le Working Hours
To Clear/Set, Click Hour, Day, AM, PM, All
- Report |:| Do Not Report To Clear/Set the Whole Hour, Click a Cell.
To Select a Minute, Right Click a Cell; Mouse Over will display minmute offset.

Figure 3-47. Enable Calendar screen.

3.7 Using an Internal Mic as a Sound Detection Sensor
You can use the internal microphone (or an external plugged into the line in jack) as a sound detector.

This tutorial provides you with the information you need to set up the internal mic as a sound detection sensor.

To get to the starting point of this tutorial:

¢ Log into the Web based interface.

e Click on the Sensors tab.

1. Click “Sound Detector” under the Sensors menu. See Figure 3-48.
2. Click “Advanced Mode.”

3. After you click on the Advanced Mode button, you'll see the advanced options available. (See Figure 3-49.)
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Location: System Location
Summary

Sensor Ports
[Expansion Boards

“_— 2. Click “Sound Detector
ower Meter

Virtual Sensors

This page allows you to configure the inbuilt
microphone as a Sound Detector.

This can then enable thresholds of loud
noises, or lack of noise, to trigger
Notifications.

Thresholds are set using the sliding bar.

Helpful Suggestion

Rearm

One way to reduce the amount of false
warnings when temperatures are frequently
fluctuating, is to set the "Rearm” feature
here.This is similar to the "Continuous Time"
feature as it will filter out, or not allow
additional alerts to be sentif the temperature
fluctuates within the degree this has been set
to

Sound Log

Continuous Time for Sensor

One way to eliminate false wamings in an

1. Click Sensors

Sensors Notification Access Control

Sound Detector
Normal Settings

Advanced Settings Continuous Time Settings

Settings

urrent S

Minimum Time Settings

Sensor Name |[Sound Detector

Click “Advanced Settings”

Low Critical ow

ﬂ» |1o 20

Current Reading - %
Status  No Status

sensor Currently

Normal High

»= [0

Figure 3-48. Sound Detector tab.

.‘,m_

High Critical

»

100

Applications

Help

tem Time: 02/01/2000 11:34:56

I
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Recording Source |Internal Microphone | v |
Microphone Boost (+20dB) @ On () Off
Microphone Sensitivity /0 20 ()40 60 @80 100
Pulselength [0  Millisecond
Rearm (5  Percent
Data Collection Type | Average [~ |

Display Style ( Basic Style @ Gauge Style
Advanced Status Text and Color |Low Critical

|Low Warning

[Normal

|High Warning
|High Critical

|Sensor Error

Enable Graph ) On @ Off

Popup Windows on Sensor Name

Sensors URL

Openlinkin @ Current Windows ' New Windows

Enable Calendar () On @ Off

| Save ] | Reset ]

Figure 3-49. Advanced options.
Recording Source: Here you can choose either internal or external microphone.
Microphone Boost (+20 dB): Boosts the microphone by 20 dB.
Microphone Sensitivity: The level of sensitivity that can be set.
For example, if you set the level to 80, the microphone will detect more sound than if the level were set at 20.
Pulse Length: This defines the minimum duration of a sound to trigger an alert notification.

Rearm: The Rearm parameter prevents the sensor from flickering between two states. For example, if the Warning High thresh-
old for the sound sensor is set to 80 and the sensor temperature varies between 79 and 80, a very large number of e-mails, traps,
and events would be logged. The Rearm parameter prevents this by forcing the signal level to drop by the Rearm value before
changing the state back to normal. In this example, if Rearm is set to 2. then the sensor would have to drop from 80 down to 77
before the status would change from Warning High back to normal.

Data Collection Type: There are three settings for this parameter: lowest, highest, and average. Data will be collected for the
lowest, highest, or average sound reading accordingly.

Advanced Status Text and Color: Here you can select to change your display text and warning colors.
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NOTE: As with all the other sensors, you can now set up the sound detector to be attached to a notification. Then, when your
thresholds are broken, it will trigger a specified type of notification.

3.8 Expansion Ports

The ServSensor has four expansion ports that enable you to connect up to four daisychainable expansion modules. The available
expansion modules are an 8-port intelligent sensor board (EME1X8) and an opto-isolated (16) dry-contact expansion module
(EME1DC16). In this section, we will go through the basic setup of the 8-port intelligent sensor board. If you need information on
specific functions of a particular sensor or expansion board, then please refer to the relevant manual for that product.

1. Plug the expansion board into one of the four ports located on the front panel of the unit. These are numbered E1-E4. See
Figure 3-50.

s s se ae .
E2 [ E4

E1
[ Expansion [T T —

Expansion boards plug into these ports

Figure 3-50. Plug expansion boards into these ports.

2. From the summary page, navigate to the “Sensors” tab. Then click “Extended port” as outlined in Figure 3-51.

Location: System Location Current System Time: 06/01/2000 10:12:22

-
Summary Sound Log Sensors Notification Access Control Settings Applications Help
Sensor Settings

Sensor Ports

ﬁ A— Click on the “Sensors” tab

Expansion Port1 SRR A

. Expansion Port1
» Expansion Port2
. Expansion Port3
- Expansion Port4
Sound Detector
# Power Meter

Expansion Port2
Then click on “Expansion Boards”

Virtual Sensors

ll

Click on a port to display or configure its Expansion|Port2

settings

Move E-module Settings

If you need to move your sensor setting from
one E-module to another, first connect the
expantion modules, then simply drag the E-
module icon to the E-module you would like to
move the settings to and drop it onto that E- Expansion Port3
module.

Please Note: You will lose your original
setlings because this process duplicates
sensor ID"s which connot be the same on the
unit.

Expansion Port3

ol

Expansion Port4

l

Expansion Port4

Figure 3-51. Sensors tab, extended port option.
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3. A list of all extended ports will be shown. Each port will display any available extension modules, which will be highlighted in
green. Click on the module to go to the sensor settings page.

Extended Port1

Click here to view
— active sensors from
pEcaansoonoesm | the expansion module

Extended Port1

Board 0AD00004

Figure 3-52. Extended Port1 selection.

4. This will bring you to the Extended Port Sensors page (see Figure 3-53).

Location: System Location Current System Time: 06/01/2000 10:17:38

Applications Help

Sensor Ports
Expansion Boards

- Expansion ortt

RS " Module 0AG00TSA

. Expansion Port3 Expansion Port1

« Expansion Port4

Module 0A000764
Sound Detector
& Power Meter Hosthame |[Module 0A000764 | Change Name here
Mirtwal Sensors Module Status ~ Connected
Module Currently Enable or Disable your module here

This page shows the list of extended

dul cted
glfckuozsas :\Dund(:Jele \eo change its seftings. E

1 2 3 4 5 6 7 8
AutoSense | M AutoSense | [ M AutoSense | [ M AutoSense | [ M AutoSense | [ B Autosense | [ HAutoSense | [ M AutoSense | [ M AutoSense |
Status [ ] [ ] [ ] [ J [ J [ ® [ ]
Ontine [ ] ® [ ] ® ® ® ®
[T IO m 1
] v v < = R =1 R [= 1 I ]
NIC NIC NIC NIC NIC NIC NIC Dual Sensors
Click here for sensor settings

Figure 3-53. Extended Port Sensors page.

5. Once you have clicked on the “Dual sensors” tab, you will be directed to the familiar-looking Notification Thresholds page (see
Figure 3-54). From this page, you can carry out various operations as indicated in the sensor settings tutorials.
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Admin

stem Location Current System Time: 30/7/09 20:46:41
Sensors Notification Settings Applications Help

Sensor Settings

Sensor Ports

Extended Port -
. Extended Port2 (I
~ Board 0A00000,
- Extended Port3 1
« Extended Port4
Camera Motion Detection Soaril 0A000004 1
Sound Detector 3 : 3 4 3 & ? 8
No Camera Signal Detector  Auto Sense [ [ Auto Sense ] [ E Auto Serse ] [ [ Auto Sense ] [ @ Auto Sense J [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ @ Auto Sense ]
Virtual Sensors Status lc) ® @ @ @ @
TR  onine ® ® ® ® ®
This page shows the list of
extended boards 1
connected.
Click on a board to setting.
Dual Sensors NiC NiC NiC NiC NiC

Dual Sensors

Sensor Name | Port 8 on Board
27.6°C
S
A A A A
Low Critical 10 40 High Critical

Low High
Critical Critical

J10 20 30 la0

Current Reading 27.6°C

Status  Normal

Sensor Currently
Advanced Mode >>

Save

Set Thermostat Online

Sensors status will be reloaded in 05 secs "

Figure 3-54. Notification Thresholds page.

EME149A-20

877-877-2269 | blackbox.com Page 51



Chapter 4: Notifications

4. Notifications

If you set up a notification, you can define the action to take when the sensor gives a reading beyond your set thresholds. This
enables you to determine how you will be notified that a sensor’s reading has reached the specified parameters (high warning,

critical, etc.) described in Chapter 3.

This tutorial provides you with the information you need to set up a notification.

To get to the starting point of this tutorial:
e Login as administrator.
e Click the “Notifications” tab.

4.1 Adding a Notification
1. Click on the “Begin Notification Wizard" tab as shown in Figure 4-1.

Location: System Location

Summary Sound Log Sensors Notification

Current System Time: 06/01/2000 10:22:03

Access Control Settings Applications Help

Link Sensor To Action

Notification Menu

Link Sensor To Action Escalation

1. Click Notifications tab

View Notification Log (_create ] (__Eait

) (L Create Escalation ] (_Remove ]

Notification Analyzer
Import notification from file

This is an overview of all configured
Sensor Action Links. From here you may
create, edit and remove Sensor Action
Links.Select your desired Sensor Action
Link(s) before making a choice.

2. Click “Begin Notification Wizard”

Each line should be descriptive. E.g. If
Temperature in Store room Is High
Critical Then E-mail Store Room
Manager.

To disable or enable the notifications
without having to delete them, in the Link
Sensor To Action listing, just uncheck the
checkbox to disable them or check the
checkbox to enable them

Figure 4-1. Notification Wizard tab.

2. The Notification Wizard page will be displayed as shown in Figure 4-2.
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Location: System Location

Summary Sound Log Sensors [ Notification

Current System Time: 06/01/2000 10:24:37

Access Control Settings Applications Help

Create Action

. The Notification Wizard will guide you step by step through the process of selecting a sensor, creating an action and defining the criteria under
in. n Wizard which the Notification will be sent.
Action
+ Add Action Please select an Action Type
Link Sensor To Action 5
Select notification type -l
View Notification Log

MNotification Analyzer

Please selectan Action Type from the
pull down box. Later your action will be
linked o a sensor and status.

Windows Alert
skype Call/SMS
Dry contact

Enable/Disable Sensor To Action

Alarm Sound
h

Siren
‘Wake Up / Shutdown

Click “Next” to continue

Speecl
Sound Log
Telephone Call

Figure 4-2. Notification Wizard page.
Next, you'll see how to set up a few different ways of notification step by step.

4.2 SNMP Trap

If you set up a notification via an SNMP trap, when your sensor reaches a certain threshold, it will send a notification to your

SNMP server.

This tutorial provides you with the information you need to set up an SNMP trap.
To get to the tutorial’s starting point:

¢ Log in as administrator.

e Click the “Notifications” tab.

¢ Choose “Notifications Wizard.”

e Choose “SNMP Trap.”

1. After selecting to add an SNMP trap, you will need to fill in the following information shown in Figure 4-3.

|_Enter name for your
SNMP notification

Action Name |SNMP Trap 1

Trap Version & v1 O v2e O v3
SNMP Trap send port( defaultis : 162 ) [T
[ Enter the IP address
of your SNMP trap

Destination Address [192.168.0.XXX

Community Ipublic

[ Add Trap Destination ]

Enter community
name of trap

Cancel

Figure 4-3. Add an SNMP trap.
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2. Once this information is correct, click the “Add Trap Destination” button. Input another trap or click on “Next.” Enter the
parameters shown in Figure 4-4.

Sensors Notification

SNMP Trap Action Wiz

Maximum Times to Resend (0 +

Resend Intervals (secs) |1[l 10 secs

Figure 4-4. Notification parameters.

These parameters set the maximum number of times to send the trap notification and the time interval between each
notification.

3. After clicking “Next,” you'll see the screens shown in Figures 4-5 and 4-6.

Link Sensor To Action Escalation

Board Sensor Sensor Filter
Board 0A000004 [ Temperature Port 1 Humidity
Internal RJ45 Motion Detector Port 4 7] Dus
| Furnidity Port 2 Dual Temperature
Temperature Port 2 Temperature
Motion

|
Select your module : Select your Sensor

Click “Next”

Figure 4-5. Parameter Selection, screen #1.
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Link Sensor To Action Escalation

Action Action Filter

SNMP Trap 1 s SNMP Trap

|[Low Critical
|sensor Error

Select high critical Select the name of the
‘ trap you just created

—Click “Finish”
Cancel <<Back | [ Finish | |' AdvancedMode>> |

Figure 4-6. Parameter Selection, screen #2.

On these screens, you can select the parameters for when to send the SNMP trap notification. In this example, we selected to
bind the SNMP trap to the temperature sensor connected on Port 1. The trap will be sent when the sensor reads a “High Critical”
and we bind this to the SNMP trap we just created and named “SNMP Trap 1.”

4. Once we have created the parameters for the SNMP trap, we need to make it active. To do this, go back to the “Notifications”
tab. (It should look like the screen shown in Figure 4-7.) Click “Create.”

Location: System Location . . Current System Time: 06/01/2000 10:27:26
(" Notification Access Control Settings

Summary Sound Log Sensors

Applications Help
Link Sensor To Action
Notification Menu

Begin Notification Wizard Link Sensor To Action Escalation
Action

Link Sensor To Action 7 7 5 R

View Notification Log Click “Create” (_create || an
Notification Analyzer

E—T— Sl Loverse.) (e ) (o)

This is an overview of all

] (_create Escatation ] (_Remove ]

Sensor Action Links. From here you may
create, edit and remove Sensor Action
Links Select your desired Sensor Action
Link(s) before making a choice.

Each line should be descriptive. E.g. If
Temperature in Store room Is High
Critical Then E-mail Store Room
Manager.

To disable or enable the notifications
without having to delete them, in the Link
Sensor To Action listing, just uncheck the
checkbox to disable them or check the
checkbox to enable them

Figure 4-7. Notifications tab.
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5. Select the sensor and SNMP trap parameters (see Figures 4-8 and 4-9). First, click on the board that the sensor is attached to
and then select the sensor and click “Next.”

Link Sensor To Action Escalation

Board

QA0OON0

| Internal RJ45

Select board

Temperature Port 1

Sensor Filter
Humidity
Dual Temperature
Temperature
Motion

Select

temperature

sensor

(cancel JI{ Hext>> | b= Click “Next”

Figure 4-8. Select the sensor.

6. Select the status that you want to issue the notification for, select the action type, then click “Finish.”

Link Sensor To Action Escalation

high critical

Status . Action Action Filter
1 [High Critical SNMP Trap 1 SNMP Trap
Normal
Low Critical
Sensor Error
Select

Select action

Click “Finish”

[ cancel | [ <<Back |

Finish I Advanced Mode >>

Figure 4-9. Select the SNMP parameters.

7. The SNMP trap has been added to the Notifications page.
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Link Sensor To Action Escalation

Internal RJ45 Temperature Port 1 |:> _ E:> f‘f SNMP Trap 1

[ create | [ Edt | [ createEscalation |[ R =

Figure 4-10. SNMP trap added.

NOTE: To remove this trap and make it inactive, highlight the notification and click “Remove.”

You can repeat this process to set up multiple SNMP traps for different sensors or for multiple SNMP servers, etc

4.3 E-mail

This tutorial provides you with the information needed to set up an e-mail notification.
To get to the starting point of this tutorial:

e | 0g in as administrator.

e Select the “Notifications” tab.

e Click “Notification Wizard.”

1. If you set up an e-mail notification, Figure 4-11 will appear. Click the “Action Name” field and choose a name for your e-mail.
Click the “Mail From” and “Mail To” fields and enter the appropriate information, then click “Next.”

Location: System Location

Summary

Current System Time: 06/01/2000 10:29:24
Sound Log

Notification Access Control Applications Help

Settings

Email Action Wizard
e
g e Choose a message title for your email Action Nam

Action
* Add Action
Link Sensor To Action

View Notification Log

Mail From|

Mail To

Notification Analyzer

Mail BCC}
Please choose a name for your e-mail
Action. Descriptive Action names

[
Enter email recipients here Mail cc} ‘
increase the simplicity of the system.

Complete the Mail To, From and CC

fields with correctly formatted e-mail Cancel @

addresses. The Mail To and From fields

are mandatory. Multiple recipients may be

enterd by separsing soaresses oy |
comma () or semicolon ()

Please select Cancel to leave the edit

mode and go back to the menu without
saving.

Figure 4-11. E-mail Action Wizard screen.
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2. After clicking “Next,” you will get a page where you can input the e-mail name and message. Click the “Customize” button,

and the fields will re-write in a format that will allow for an automated e-mail that will display the sensor information. (See
Figure 4-12.)

Location: System Location

Current System Time: 06/01/2000 10:32:26
(IR——————— =
Summary Sound Log Sensors Notification Access Control Settings Applications Help

Email Action Wizard

Notification Menu

i No tion Wi Subject IYestmg Sensor Port 1 on Testing Board is now 80 Unit, ¢
~ Body |From: System Name(10.1.5.87)
Action Time: 10:29:19
+ Add Action Testing Sensor Port 1 on Testing Board is now 80
- Unit, status is now Normal
Link Sensor To Action

View Notification Log
Notification Analyzer

Click “Customized”

This is a preview of the message that will
be sent to your recipient(s).The sent
message will include the details relevant

to your sensor.

Click Customize to change the format of —

this message. The items in your Cancel Back Next
message with a dollar sign and

parentheses e.g. S[TIME] represent the

datato be imported intoyour messaoe o |
the time of sending. Please click the

Macro Description button for a full list.

Click Enable Picture to attach a Picture
with your message. Select to attach
either the Current Picture from the
Camera or the most recent Picture
Stored on the Picture Log. Select which
Cameras you would like to use as the
source of vour picture.

Figure 4-12. Input e-mail name and message.

Location: System Location

Current System Time: 06/01/2000 10:34:15

—
Summary Map Sound Log Sensors Notification Access Control Settings Applications Help
Email Action Wizard
S TEm———— Subject [$[DESCRIPTION] on $[BOARD_DE SC] is now $[VALUE] ${
. Body [From: S[SYSNAMEJ(S[IP]) -
s Time: $[TIME]
+ Add Action $[DESCRIPTION] on ${BOARD_DE SC] is now
5 - $[VALUE] $[UNIT], status is now $[STATUS]
Link Sensor To Action

View Notification Log
Notification Analyzer %

[_Preview | [ Restore Default | [ Macro Description |

This is a preview of the message that will
be sent to your recipient(s) The sent Attach Graph

message will include the details relevant

¢ - g £

ST R Click “Attach Graph” if you would like a graph added

Click Customize to change the format of

this message. The items in your Cancel Back HNext
message with a dollar sign and

parentheses e.g. $[TIME] represent the

data‘o beimportedint yourmessae | —
the time of sending. Please click the

Macro Description button for a full list.

Click Enable Picture to attach a Picture
with your message. Select o attach
either the Current Picture from the
Camera or the most recent Picture
Stored on the Picture Log. Select which
Cameras you would like to use as the
source of your picture.

Figure 4-13. Attach graph.
3. Click “Next.”

4. Now you need to input your SMTP server address for your e-mail account. (See Flgure 4-14.)
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SMTP Server |

SMTP Port [25

SMTP Authentication O Enabled & Disabled

SMTP Server Login name I

SMTP Server Password |

Timeowt (30 Second(s)

[ Cancel ][ Back ][ Next ]

Figure 4-14. Input SMTP server address.

5. Once this is entered, click “Next.”
6. Now, as with the SNMP trap, you can select how many times to attempt to resend the e-mail, and the time elapsed between
each attempt.

7. Click “Next” after you fill in your parameters. (See Figure 4-15.)

Maximum Times to Resend
Resend Intervals (secs) |10 10 secs

[ Cancel ] [ Back ][ Next ]

Figure 4-15. Select frequency to resend e-mail attempts.

8. Now link the e-mail you just created to the temperature sensor on Port 1. Select the board the sensor is attached to, then
select the sensor and click “Next.” (See Figure 4-16.)

Link Sensor To Action Escalation

Board Sensor Filter

[Baard 08000004 Temera\me Port 1 e ] Humidity
Internal RJ45 |-|mr( ik Dual Temperature
T shure Port 2 Temperature
Select board b el Sl
Select

ED temperature

Figure 4-16. Select sensor.
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9. Select the status you want to issue the alert for and then select the action type. (See Figure 4-17.)

Link Sensor To Action Escalation

J Action Action Filter
Higll Critical | ‘ SNMP Trap
| Email
Normal
Low Critical
Sensor Error

Select Status E:) Select email

Click “Finish”

[ Cancel ] [ << Back ] [ Finish ] [ Advanced Mode >> ]

Figure 4-17. Select status and action type.
10. Click “Finish.” You will now be taken back to screen shown in Figure 4-18.

11. Click on “Create.”

& Click table cell to toggle selection.

| create [f Eat | [ Remove |

Click on "Create"

Figure 4-18. Create notification link

12. Create the notification link as before. Then click “Next.”
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Link Sensor To Action Escalation

Sensor Filter
Humidity

I Temperature Port 1

. ! ’ & Dual Temperature
T ature Port 2 Temperature
Select board o g

Select
temperature

=) e

Figure 4-19. Create notification tab: select board, select termperature.

Link Sensor To Action Escalation

Status Action Action Filter
Hign Critical SNMP Trap
et Email
Low Critical
Sensor Error
Select Status Select email

Click “Finish”

[ cancel | [ <<Back |J[ Fnish |} Advanced Mode>> |

Figure 4-20. Create notification tab: select status, select e-mail.

14. You will now be back at the main notification page. You should now see listed our two notifications, the SNMP trap and the
e-mail. (See Figure 4-20.)

As you can see from this page, an SNMP trap is set up to give us notification of a “High Critical,” and an e-mail notification that
will activate on a “High Warning.”
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Temperature Port 1 © HighCiitical P2 SNMP Trap 7

Temperature Port 1 High Warning E_‘J Tutorial E-mail

& Click table cell to toggle selection.

Figure 4-21. SNMP Trap and E-mail Notificiations screen.
4.4 SMS Notification

Set up a notification so that you will be sent an SMS message. This message can be sent via a GSM/GPRS mobile phone
connected via a Bluetooth connection or the USB port.

This tutorial provides you with the information you need to set up a SMS notification.
To get to the starting point of this tutorial:

e | 0g in as administrator.

e Select the “Notifications” tab.

e Click “Notification Wizard.”

1. From the list of notification types, select SMS and click “Next.” You will then be presented with the screen shown in Figure
4-22. Select the “Action Name” field and enter a notification name. Then select the “Phone Number” field and enter the
phone number you want to send the notification to. Click “Next.”

2. You can now either add multiple numbers, delete phone numbers, “Cancel” this action, or click “Next.” In this case, we will
click “"Next.” (See Figure 4-23.)

Notification Settings Applications

SMS Action Wizard
Action Name |SMS 1 |nput a
notification
name
I Phone Number |
I
input a phone
number

Figure 4-22. SMS Action Wizard, screen #1.
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Notification ; Settings Applications

SMS Action Wizard

Action Name |SMS 1

Phone Number List

00639052965214

Phone Number |00639052965214 .
Click

[ Add Phone Number ] [ Delete Phone Number ]“N e Xt"

Cancel Next

Figure 4-23. SMTP Action Wizard, screen #2.
3. Now we will set up the message that will be sent to the phone. You will see the screen shown in Figure 4-24.

Click the “Customized” button to add a macro to your notification.

e
Sensors Notification Settings Applications

SMS Action Wizard

SMS Message Messaget:
Testing Sensor Port 1is now 80, status is now
Normal From 10.1.5.206

Customized

I
Click to customize macro [.Cancet J [ Back | [ Next ]

Figure 4-24. Customize Macro screen.

NOTE: A macro is a script that returns specific data collected by the unit. In our example, the macro will tell the notification to
contain the “description” (sensor name), the value (current sensor reading), and the status (high/low warning, etc.). These
macros are common to all sensor notifications.

4. You will now see that the SMS message has changed its format to include the Macro script. (See Figure 4-25.) Click “Next.”
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Notification Settings Applications

SMS Action Wizard

From [s[lp]

Text Message § $[DESCRIPTION] is now $[VALUE], status is now
$[STATUS]

L Preview J L Restore Default ] [ Macro Description ]

Message including
macro script

[ Cancel ][ Back ]

Click “Next”

Figure 4-25. Macro script message.

5. Next, we will set up the type of connection. This will depend on the type of modem you are connecting. For the purpose of
this tutorial, we will assume you are connecting a GSM/GPRS enabled modem to the serial port. Select COM1 from the list.
(See Figure 4-26.)

6. Choose the port that the modem is connected to.

Sensors | Notification Settings Applications

SMS Action Wizard

Mobile Phone Po
Mobile Phone Port Speed ! }mo
|0

Select for Initialization String | Other(Custom Setup) T ;q

el

Delay Times

Initialization String |

[ Cancel ] [ Back ] [ Next ]

Choose the connection type you wish to use

Figure 4-26. Choose the Connection Type You Wish to Use screen.

7. You will now be able to select the number of times you want the SMS to be resent and the interval between sending them.
(See Figure 4-27.)

8. Select the number of times you want to resend this notification and the interval (in seconds). Click “Next.”
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Sensors Notification Settings

SMS Action Wizard

Maximum Tines to Resend |0 +
Resend hitervals (secs) |10

Select number of times t0 [ cacar | (Back )f o |
resend and intervals

Figure 4-27. Select number of times to resend and intervals.

9. Select the sensor that you want to bind this notification to.

10. Choose the board and sensor, then click “Next.”

Link Sensor To Action Escalation

Board Sensor Sensor Filter
|Board 0A000004 | \ Temperature Port 1 Humidity
Internal RJ45 | I Mollt_n[ Detector Port 4 Dual Temperature
Humidity Port 2
Temperature Port 2 Temperature
Motion

0

[ Cancel ] [ Next >> ]

Figure 4-28. Choose board and sensor.
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Link Sensor To Action Escalation

Status Action Action Filter
High Critical i SNMP Trap 1 ' SNMP Trap
A T Email
Normal |
Low Warning | | SMS
Low Critical
Sensor Error

0)

[ Cancel ] [ << Back ] [ Finish ] [ Advanced Mode >> ]

Figure 4-29. Link sensor to action tab.

11. This time we will use this notification for a low warning. Then select the notification name we assigned, in this case we chose

“SMS 1." Click “Finish” to finalize this. (See Figure 4-29.)

12. Now we will add the SMS notification to our active list. This is the same process as for the others—simply click on “Create”

and then select the appropriate parameters. Follow Steps A—F below and on the next page.
1. Select the board the sensor is connected to.
2. Select the sensor.
3. Click “Next.”

Link Sensor To Action Escalation

Sensor Filter
Humidity
e Dual Temperature
Humidity Port 2
Tnmp:yntm'o Port 2 2 Temperature
Motion

Cemes ) oo = 3

Figure 4-30. Steps 1-3.

Page 66 877-877-2269 | blackbox.com

EME149A-20



Chapter 4: Notifications

4. Select the status you want to issue the alert for.

5. Select the action type.

6. Click “Finish.”
Link Sensor To Action Escalation
Status Action Action Filter
[SNMP Trap 1 [ SNMP Trap
Email
. - SMS

0

6

[ cancel | [ <<Back J [ Finish | | Advanced Mode>> |

Figure 4-31. Steps 4-6.

13. You will now be back at the main notification page (Figure 4-32). The page should display three types of notifications: the
SNMP trap, e-mail, and SMS.

Sensor Nama ; Action on Status | l Action Name

e ==

Tomperaua Port 1 ;, C eeemma | s g7
— ¥ —
. =
Temper atiie Poit 1 > High Wasnmg / 2 Nutorial E-mail
lu
=1
Temperatura Port 1 \} | ow Watniig _r\) i Tiutorial SMS petificatlon
_1. —v'

A Chick1abide cell 1o toggle sedaction.

[ cnae |[ B | [ Fowwen |

Figure 4-32. Main notification page.

For the purposes of this tutorial, we will not cover the setup of every type of notification. However, with this information you
should be able to follow the procedure for the other types of notifications easily, as they all follow a similar format. If you have
guestions, contact Black Box Technical Support at 724-746-5500 or info@blackbox.com.
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5. Mapping

The mapping feature allows instant visual feedback about a sensor’s position and status. It is a useful monitoring tool for a setup

with several sensors in different positions.

This tutorial provides you with the information needed to set up the mapping feature.
To get to the starting point of this tutorial:

¢ | 0g in as administrator.

e Click the “Map” tab.

5.1 Adding a Map

1. First, we need to add a picture file to be used as the map. This can be a blueprint of your office, a 3D picture of your office/site

being monitored, or a photo of the wiring closet you are monitoring.

NOTE: The maximum map file size is 512 KB.

Location: System Locaticn Current System Time: 06/01/2000 10:37:34
—————
Summary Sound Log Sensors Notification Access Control Settings Applications Help

Sensor Map [ Untitled 01]
Map List
No Map Uploaded
Online Sensors
# Module 0A000764
3 Main Module
Options

Please upload map file.

Place links on map: Press the Unlock button,
then drag the Sensor or Sub Map link on to the
map.

More information: Left click on Sensor icons to
display real time sensor data.

Display a map containing the Sensor: Press T e [T [
the sensor description on the left column. L_J LJ L_J u

100.00 %

Zoomin | (_Zoomout | FullScreen Mode
Refresh Map Sensors Interval (sec) [5 Apply

Figure 5-1. Click on the “"Map” tab.

2. Browse to the file on your hard drive that you want to use.

Map Wizard

Please select a Map picture to upload.
JPEG or GIF format (Maximum 512 kB).

Upload new Map | Browse...

] - S
Click “Browse” to navigate to your selected file (Concet ) (e |

Figure 5-2. Browse to selected file.
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3. In this tutorial, we are going to use a 3D map of a town center we are monitoring.

Location: System Location Current System Time: 06/01/2000 10:59:46

Summary Sound Log Sensors Notification Access Control Seftings Applications Help

Sensor Map [ town center ]

Map Wizard

Online Sensors Map uploaded successfully.
Please enter the Map Name
Options

Add New Map

| v | Enter Map Name Choose your map name
Place links on map: Press the Unlock button,

then drag the Sensor or Sub Map link on to the m
map.

More information: Left click on Sensor icons to Click “Next”
R P ——
Display a map containing the Sensor: Press

the sensor description on the left column.

Map List

Figure 5-3. Enter map name.

4. Choose to have the map as a top-level map.

Sensor Map [ campus map ]

This Map can be assigned as a sub-Map or as a top level map.
Please assign parent map for this map.

Select Parent Map | Set as Top Level |

Set map as top level (et
Click “Next”

Figure 5-4. Enter map level.

5. You will now have the option to finish or to add sensors to your map. For this tutorial, click “Next.”

Map Wizard

Map added successfully.
Click Finish to close this wizard or click Next to continue to Sensor Adding Wizard.

Finish Next

Figure 5-5. “Finish” or “Next.”

6. You will now be taken to the map page where it will display your map. To add sensors, click “Next.”
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Location: System Location Current System Time: 06/01/2000 11:02:22

Sound Log Sensors Notificat Applications

Summary

Help

Map List

Online Sensors
# Module 0A000764
& Main Module

Add New Map

Rem This Map

Place links on map: Press the Unlock button,
then drag the Sensor or Sub Map link on to the

fEas This wizard will guide you to the rest of the sensors adding process.

More information: Left click on Sensor icons to X

display real time sensor data. Click the Next button to continue. z i 2
Display a map containing the Sensor. Press Click “Nex

the sensor description on the left column.

Figure 5-6. Sensor map.

7. After clicking “Next,” click the “Unlock” button. This enables you to add sensors to the map.

Current System Time: 06/01/2000 11:04:02
Applications

Map List

Online Sensors
# Module 0A000764
+ Main Module

Options

Map <

Rename This Map

Reset This Map

Remove This Map

Place links on map: Press the Unlock button,
then drag the Sensor or Sub Map link on to the
map. The round circle icons in the upper left represent the Online Sensors.

More information: Left click on Sensor icons to All sensor icons are locked by default. To move and place the sensors into the map, press the Unlock button.
display real time sensor data

Display a map containing the Sensor: Press
the sensor description on the left column.

Click the Unlock button to continue

—

Figure 5-7. Add sensors to map.

8. You can now drag sensor icons and position them on the map.
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Current System Time: 06/01/2000 13:00:20

Location: System Location
i =
Summary Map Sound Log Notification c Applications

Help
Sensor Map [ town center ]
Map List

Online Sensors
= Module 0A000764

Module 0A000764 Connection State
Dual Temperature Port 8
# Main Module o

Add Ne: D

Change Picture of This Map

Sensor icon is now placed, To prevent the accidental movement of the icon, Sensor can be locked.
Place links on map: Press the Unlock button,

then drag the Sensor or Sub Map link on to the Press the Lock button to continue
map.

More information: Left click on Sensor icons to

display real time sensor data.

Display a map containing the Sensor: Press
the sensordescrpion onne et courm. |

Figure 5-8. Position sensor icons on map.

9. After you have positioned the sensors in the correct location of your map, click “Lock.”

Location: System Location Current System Time: 06/01/2000 13:02:20
Summary Sound Log Sensors Notification Access Control Settings Applications Help

Sensor Map [ town center ]

Sensor Adding Wizard

Map List

Online Sensors
= Module 0A000764
Module 0A000764 Connection State @
Dual Humidity Port 8
Dual Temperature Port 8 .0
+ Main Module "

Add New Map

Lock This Map | Click here when sensors have been

placed

|

Sensor icon is now placed, To prevent the accidental movement of the icon, Sensor can be locked.
Place links on map: Press the Unlock button, "
then dragthe Sensor or Sub Map link on to the BRSK i LOcK keiton. & Couimie
map.

More information: Left click on Sensor icons to
display real time sensor data

Display a map containing the Sensor Press
the sensor description on the left column.

|

Figure 5-9. Click “Lock.”

10. Finally you dlick on the “Finish” button to save your changes.
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Current System Time: 06/01/2000 13:03:46

Location: System Location
Summary Map Sound Log Sensors Notification Access Control Settings Applications

Help
Sensor Map [ town center ]

Sensor Adding Wizard

Map List

Online Sensors
= Module 0A000764
Module 0A000764 Connection State [ ]
Dual Humidity Port 8
Dual Temperature Port 8 ®
& Main Module

Add New Map

!

Unlock This Map

—TE—

Place links on map: Press the Unlock button, bk s 2l i i
ides g e Safisor or SubMap ik onffo e Click Finish to save the change and close this wizard Click here to finish
map.

More information: Left click on Sensor icons to m
display real time sensor data.

Display a map containing the Sensor: Press

the sensordescrpon onne et cournn. NN

You have completed the sensor adding wizard.

Figure 5-10. Save changes.

5.2 Monitoring via the Map Interface
Now we are going to look at how to monitor the sensor status and use the map interface.

1. To see further information about a sensor, you can click on its icon. First, you must click on the “Unlock Icons” button.

Location: System Location Current System Time: 06/01/2000 13:05:02
Summary Sound Log Notification Access Control Settings Applications Help

Sensor Map [ town center ]
Map List

Online Sensors
% Module 0A000764

Add New Map

ename This Map

Change Picture of This Map

Reset This Map
Remove This Map

Place links on map: Press the Unlock button, - ~ : Type Dual Humidity
then drag the Sensor or Sub Map link on to the Sensor Name
map.

Dual Humidity Port 8
More information: Lef click on Sensor icons to . R:M, 5'5 ::
display real time sensor data 7 > i ing
Display a map containing the Sensor: Press S o

the sensor description on the left column. Sensor Config

Icon Settings
FullScreen Mode
Refresh Map Sensors Interval (sec) [§ Apply

Figure 5-11. Using the map interface.

If you connect other sensors, these too can be dragged and positioned on the map.
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6. Filters

6.1 Sensor Filters

1. The ServSensor comes equipped with the option to filter your sensor information that is displayed within the summary page. To
enter the filter menu, select “Sensor Filters” from the drop-down tab on the left side of the page.

Location: System Location
[ ocs

= Sound Log Sensors

Summary Setting

I Lavout Settina

Host Name 4

Sensor Filters ‘ # Main Module Module
# Module 0A000764 Module

Sortby: [HostName [~

Advanced Filter

Notification

Current System Time: 06/01/2000 13:11:34

Access Control Settings Applications Help

Sensor Information

Main Module Normal
Module 0A000764 - Normal

Sensors status will be reloaded in 08 secs

System Log ( 33 messages )

<

System Log wil be reloaded in 09 secs

Syslog Filters

# Display Status 1 200001106 10:43:04 Temperature Port8 is 27.5 °C, status is Normal
¥ Display Sensor Type 2 2000001106 10:38:16 ¢ §
# Display Host Name 3 2000/01/06 10:11:59  Dual Temperature Port 8 on Module DADD0764 is 26.8 °C, status is Normal
surey: [ 4 2000/01/06 10:11:59  Dual Humidity Port 8 on Module 0AD00764 is 56 %, status is Normal
5 2000/01/06 10:11:55  Module 0A000764 is enabled
6 10:08:23  Module 0A000764 Connection State on Module 0A000764 status is Normal
(__AopyFiter ] [ ClearFiter | 7 2000/01/06 10:03:29  Module 0A000764 is disabled
8 2000/01/06 05:55:01  Temperature Port 8 is 27.5 °C, status is Normal
(L Expand Al Modules | [ Collapse AllModules | | o S ’ . X
10 2000/01/0510:31:42  Temperature Port 8 is 27.5 °C, status is Normal
Reload Sensorinterval : [10 secs
Click here to view filter options

Figure 6-1. Select sensor filters.

2. Once you click the tab, you will be able to select your filter results by altering various fields of information contained within the

sensor filter window.

" Sensor Filters

sort by ||HostName |~ |[=======Sorting options are found here

Advanced Filter

# Display Status

# Display Sensor Type
# Display Host Name

Search: |

Select various options to customize
your viewing window data

| Apply Filter |[ Clear Filter |

| Expand All Modules | | Coliapse All Modules |

sSecs. Apply

Reload Sensor Interval : |10

Click here to save your changes

Figure 6-2. Add information fields.
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3. You can alter the page reload interval by using these options.

IQeIoad Sensor Interval : 10 secs,l Apply | To ?her your relload':'me-
enter a new vaiue nere

Figure 6-3. Alter the page reload interval.

4. Once you have selected your preferred filter options, your new settings will be displayed in the “Sensor Information” window
found on the Summary page.

Location Current System Time: 06/01/2000 13:18:42
@ summany Sound Log Sensors Notification Access Control Settings Applications Help
Summary Setting Sensor Information X
Sensor Filters # Main Module Module Main Module - Normal

# Module 0A000764 Module Module 0A000764 - Normal

UL Host iame |3

Advanced Filter System Log ( 33 messages )

Sensors status will be reloaded in 10 secs

# Display Status 3 2000/01/06 10:43:04  Temperature Port 8 is 27.5 °C, status is Normal
# Display Sensor Type 2 2000/01/06 10:38:16 t "
& Display Host Name 3 2000/01/0610:11:59  Dual Temperature Port 8 on Module 0A0D0764 is 26.8 °C, status is Normal our changes are displayed here A
Searct: [ 4 2000/01/0610:11:59  Dual Humidity Port 8 on Module 0ADD0764 is 56 %, status is Normal
5 2000/01/0610:11:55  Module 0A000764 is enabled
. - 6  2000/01/0610:08:23  Module 0AD00764 Connection State on Module 0A000764 status is Normal
[__PoplyFiter | [ clearFiter | 7 2000001/0610:03:20  Module 0A000764 is disabled
8  2000/01/06 05:55:01 Temperature Port 8 is 27.5 °C, status is Normal v
L Expand All Modules | [ Collapse All Modules | || o 00001105 16:18:52 7
10  2000/01/0510:31:42  Temperature Port 8 is 27.5 °C, status is Normal s
Reload Sensorintenval: [10  secs System Log wil be reloaded in 09 secs

Syslog Filters I

Figure 6-4. Summary page.
6.2 Syslog Filters

Syslog filters enable you to customize your syslog window. To begin. select the “Syslog Filters” tab found on the summary page.

Location: System Location Current System Time: 06/01/2000 13:20:30
8  Summary sound Log sensors Notification Access Control Settings Applications Help
Summary Setting Sensor Information
Sensor Filters ® Main Module Module Main Module 3 Normal
Syslog Filters #  Module 0A000764 Module Module 0A000764
filter settings are found here Sensors status wil be reloaded in 04 secs
Sort by : | Date =
)
Number of cisplay items per page [10[ <] 1 2000/01/0610:43:04 Temperature Port 8 is 27.5 °C, status is Normal =
Advanced Filter 2 3 ’ 3 o
% Display Log Level 3 Dual Temperature Port 8 on Module 0A000764 is 26.8 °C, status is Normal b
@ Display Log Type 4 Dual Humidity Port 8 on Module 0A000764 is 56 %, status is Normal
B Display Sensor Type 5 Module 0A000764 is enabled
# Display Sensor Status 6 Module 0A000764 Connection State on Module 0A000764 status is Normal
S Module 0A000764 is disabled
[_appiyFiter | clearFiter | [_clear sysiog_||| 8 01  Temperature Port 8 is 27.5 °C, status is Normal 7
9 2000/01/05 16:18:! 7
10  2000/01/0510:31:42 Temperature Port 8 is 27.5 °C, status is Normal
Reload Syslog Interval : {10 secs. Apply System Log wil be reloaded in 04 secs

Figure 6-5. Syslog Filters tab.
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Once you click the tab, you will be able to select your filter results by altering various fields of information contained within the

syslog filter window.

Syslog Filters

Sortby:|Date v
Number of display items per page [ﬂ_v

Advanced Filter

By clicking on the “+”

isplay Log Level

# Display Log Type

# Display Naotification

i+ Display Sensor Type
1+ Display Sensor Status

sign, a drop down list
of options will become
available.

[ Apply Filter ][ Clear Filter ][ Clear Sys Log ]

Reload Syslog Interval : |10 secs.

Figure 6-6. Drop-down menu.

By checking and unchecking various boxes within the Syslog filter window, you can customize your displayed results contained

within the syslog filter.

Syslog Filters

Sortby :| Date v/

Number of display items per page | 10 ¥

Advanced Filter
E0i y Log Level

Sorting options are found
in the drop down menu

ritical
\Varning

HIEEE

=
=}
w

o
s &

el
o
=
h=]

ry contact Array
ual Temperature
lotion

y Sensor Status
ormal

igh Warning

igh Critical

ow Warning

ow Critical

ensor Error

IEEEEE

S
=)
@
k=]

NEEEEE

Various check boxes
can be ticked and
unticked to customize
your filter window

== Click here to save your

| Apply Filter ! Clear Filter Clear Sys Log

Reload Syslog Interval : [10 secs. Apply

Figure 6-7. Customize syslog filter results display.
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You can alter your reload interval by using the options shown below.

To change your reload interval enter a

v V. 10 A R “ ”"
Relcad Syslog Interval Secs. pply new value here and click Apply

Figure 6-8. Change reload interval.

Once you have selected your preferred filter options, your new settings will be displayed in the “System log Information” window
found on the Summary page.

Location: System Location Current System Time: 06/01/2000 13:21:52
" @ Summary Sound Log Sensors Notification Access Control Settings Applications Help
Summary Setting Sensor Information >
Sensor Filters # Main Module Module Main Module - Normal
Syslog Filters ¥ Module 0A000764 Module Module 0A000764 =
Sensors status will be reloaded in 04 secs
Sotby:: [T E System Log ( 33 messages )
Number of display items per page [10[] 1 2000/01/06 10:43:04 Temperature Port 8 is 27.5 °C, status is Normal =
o 2 2000/01/06 10:38:16 fure ] . : - “S
Advanced Filter 3
& Display Log Level 3 2000/01/06 10:11:59  Dual Temperature Port 8 on Module 0A000764 is 26.8 °C, status is Normal Syslog filter semngs e dlsplayed A
@ Display Log Type 4 2000001106 10:41:59  Dual Humidity Port 8 on Module 0AD00764 is 56 %, status s Normal here
@ Display Sensor Type 5 2000/01/06 10:11:55  Module 0AD00764 is enabled
# Display Sensor Status 6 200001106 10:08:23  Module 0A000764 Connection State on Module 0A000764 status is Normal
T 2000/01/06 10:03:29  Module 0A000764 is disabled
[ Apply Filter ] [ Clear Filter ] ( Clear Syslog ] 8 2000/01/06 05:55:01  Temperature Port 8 is 27.5 °C, status is Normal 7
9 2000/01/05 16:18:52 ¥ 7
10  2000/01/05 10:31:42  Temperature Port 8 is 27.5 °C, status is Normal
Reload Syslog Interval : IW secs. Apply System Log wil be reloaded in 07 secs

Figure 6-9. Saved syslog filters display.
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7. Making the ServSensor Visible on the Internet
The setup we have just created will enable you to access your ServSensor VAE Lite on a local area network (LAN), monitor via the
Web based interface, or with SNMP traps.

But, what if you want to be able to remotely access your unit from anywhere in the world? This is possible; however, the follow-
ing steps are only a guide. Your exact setup and configuration will often depend on your network equipment. You are going to
need access to your router, if you are using one, and know whether your IP address is static or dynamic.

1. Suppose your ServSensor is connected to a router on your network, and the following IP addresses are assigned:
Your unit’s IP address is the default 192.168.0.100.

Your computer’s IP address is 192.168.0.200

Your router’s IP address is 192.168.0.300

2. To find out your router’s external IP address, go to www.whatsmyip.com

Suppose your router’s external IP address is 278.67.04.09

3. You now need to set up port forwarding on your router. This varies depending on your router’s model. Generally, you need to
point your browser to your router's IP address (in this case 192.168.0.300). This will then enable you to log into your router’s
administration interface. You can find how to go about doing this for your router on www.portforward.com

For an example of how to do this for a commonly used router, follow this link :-http://www.portforward.com/english/routers/
port_forwarding/Linksys/WRT54G/HTTP.htm

You need to set up your router’s HTTP forwarding to Port 80. This will then mean when you access your router using the external
IP address, you will be forwarded to your unit’s internal IP address.

4. To test this, open your Web browser, and go to your external IP address (in our example 278.67.04.09). If you're using a
dynamic IP address, check it again before doing this because it may have changed since the start of this tutorial.

5. To make this easier, you could use a Dynamic Name Server (DNS). This means that you no longer need to remember IP
addresses or use www.whatsmyip.com to find out your IP address. You will instead register a domain name (for example
ServSensorHub.homeip.com). This will then automatically point to your router’s external IP address (e.g. 278.67.04.09).
This will require you to register the domain name and open an account with a DNS service provider. \We recommend
www.dyndns.com because it allows you to register up to five free domain names.

6. If you have set up everything correctly, you will now be able to access your unit from anywhere in the world simply by pointing
your Web browser to your DNS address.
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8. SEC to SEC SNMP Trap Receive

8.1 Introduction

The SNMP Trap Receiver is a feature that is included in the 80 Virtual Sensors in the ServSensor’s web interface. This feature
allows you to receive an SNMP trap from another device such as a sensor or another SEC unit. This can also be used to turn on
and off other sensors, trigger a relay, send alerts from the ServSensor unit and perform other actions.

This manual describes an example configuration using two SEC units: one will be the SNMP Trap Sender (A) and the other will be
the SNMP Trap Receiver (B).

On the sender unit (A) there is a sensor configured: a temperature sensor.
The receiver unit (B) will be configured to listen for SNMP Traps from (A) unit's temperature sensor using virtual sensors.
SNMP Traps are sent from (A) when the sensor status or its reading value changes.

8.2 SNMP Trap Sender (A) SEC (10.1.1.225) configuration

LLocation: System Location ) Current System Time: 15122014 17:19
summary Picture Log / Sound Log [ Notification Applications Help

Sensor Settings

Sensor Ports Auto Sense [ M Auto Sense ] .M Auto Sense ] | Auto Sense ] [ M Auto Sense ] [ M Auto Sense ] [ B Auto Sense | [ B Auto Sense | [ M Auto Senst
Expansion Boards
] : S ® ® ® @] @] ® ®
Camera Motion Detection
i ® ® [ Q@ Q ® ®

Sound Detector
Mo Video Signal [TTETRm m| i
1+ Power Meter = : :—-
Virtual Sensors 3

Dual Sensars

NiC NiC

SNMP OID

Get SNMP CID

This page shows the
sensor ports and their
respective status and
state.

Click on a port to display
or configure its seftings.

Advanced Settings Continuous Time Settings Minimurn Time Settings

Normal Settings

Sensor Name  Temperature Port 4

25°C
L

h A A &

Low Critical 10 40 High Critical
Helpful Suggestion
Hearm Low Critical High Critical
One way to reduce the 10 20 29 a0
amount of false wamings 2
when temperatures are
frequently fluctuating, is to Current Reading  25.0°C
setthe "Rearm” feature
here This is similar to the Status  Normal
“Continuous Time" feature —_—
as itwill filter out, or not Sensor Currently M Online
allow additional aleris to
be sent if the temperature :
fluctuates within the Save Reset
degrae this has been set
to Set Thermostat Online
Figure 8-1.

First, make sure that the sensors are working properly and the readings are as desired. We will use the Temperature Sensor in our
example.

Location: System Location = : Current System Time: 15122014 17:16:00
summary ; Picture Log / Sound Log Sensors [ Applications Help

Notification Menu
Beain Notification Wiza tion Type 4 ¥ Action Information
Begin Notification Wizard Action Type Action Name

s SNMP Trap SensorStatus To: 10.1.1.23, 10.1.1.137
< Action ? SNMP Trap SNMP Trap SensorValue To: 10.1.1.23,10.1.4.437
¥ SNMP Trap
ink Sensor To Action [ create | [ Duplicate | [ Edit | [ Remove |
E——T—
View Notification Log
Figure 8-2.
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Go to Notification / Action and click on the Create button to create SNMP Trap actions.

Location: System Location Current System Time: 1512/2014 17:16:39

summary ; Picture Log / Sound Log Sensors jotific. Applications Help

SNMP Trap Action Wizard

Begin Notification Wizard

Action Name |SNMP Trap SensorStatus

= Trap Version =
Act P v vic vi
- Edit Action SNMP Trap send port{ defaultis : 162 ) 162

Link Sensor To Action
= 10.1.1.23 public
Options
| optoms ] g e
View Notification Log
Notification A

Piease choose a name for your c -
SHMP Trap Action. Descriptive | Add Trap Destination ] [ Delete Trap Destination ]

Action names increase the
simplicity of the system.

cancel | [ Mext |
Enter your Destination Trap ;‘ LJ

Address and Community and

may include multiple Traps.

Destination Address |192.168.0.XXX

Community |wblic Use Sensor Name

Figure 8-3.
Configure the SNMP Trap action:
¢ Give the SNMP Trap a name to easily identify it, in our example it's for sending Sensor Status traps.
e Select the Trap Version (v1 is the default).
e Specify the SNMP Trap sending port, if it's different from the default.

¢ Add the target (B) unit’s IP address in the Destination Address field, and specify the Community if it's different from the default
“public.” You'll need to click the Add Trap Destination to add the IP address to the list. Add IPs one-by-one in the same way if
multiple addresses are required.

NOTE: We've also added our PC’s IP address (10.1.1.23) to the list, to test the generated SNMP Traps. More on this later.
e Click Next when you've finished adding the target IPs.

Location: System Location : Current System Time: 15122014 17:17:18
Summary Picture Log / Sound Log Sensors [ Notification Settings Applications Help

SNMP Trap Action Wizard

SNMPTrap T CustomTypeTraps v
Begin Notilication Wizard P Type ype
= VarBind |+
Act Sensor Status
i i Sensor Value
- Edit Action

Sensor Level Exceeded
Link Sensor To Action

5 Sensor Index

Sendor Name
View Notification Log
MNotification A

Sensor Type

Sensor Subndex

Sensor Status Name

Sensor Description

Please select Cancel to leave Board ID
the edit mode and go back to the Board Description
menu without saving.

Event Time Stamp

I Event Class Numberj
Event Class Name INFORMATIONAL
Sensor Decimal Value

Sensor ID

[ Cancel ][ Back | [ Next |

Figure 8-4.
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NOTE: We recommend that you choose the CustomType Traps from the list as the SNMP Trap Type, as it will always have the
same “specific" number: 1000.

e Because this SNMP Trap will be only used for sending Sensor Status events, select that from the list and unselect all others.
NOTE: You can also select multiple values to have a single SNMP Trap for sending them.

e Click Next to continue.

Location: System Location Current System Time: 15122014 17:17:45
Summary Picture Log / Sound Log Sensors | Notification Settings Applications Help

' SNMP Trap Action Wizard

Maximum Times to Resend | 0 ¥
Resend Intervals (secs) 10 10 secs

L.mk ;gnso‘r]‘okctm [ cancer | [ Back | [ Finisn |

e ———————

Figure 8-5.

You may change the resend times and the interval between resending the SNMP Trap. Click on Finish to complete the SNMP Trap
action’s configuration.

Location: System Location Current System Time: 1512/2014 17:18:28

| Notification settings Applications Help

Summary : Picture Log / Sound Log Sensors
SNMP Trap Action Wizard

Notification Menu
SNMPTrap T CustomTypeTraps v
Begin Notification Wizard P Type ypeTrap:
- VarBind
Act Sensor Status
- Edit Action Sensor Value
_ ) Sensor Level Exceeded
Link Sensor To Action
5 Sensor Index
L optom ]
Sendor Name
View Notification Log
Sensor Description
Notificati
Sensor Type
censor Sub ndex
Sensor Status Name
Please select Cancel to leave Board ID
the edit mode and go back to the Board Description

menu without saving. Event Ti Sta
Vel ime mp

p— Ev Coss oo
Event Class Name INFORMATIONAL
¥ Sensor Decimal Value
Sensor ID

Cancel ][ Back ][ Next ]

e
Figure 8-6.

As an example, we also configured a separate SNMP Trap action for the temperature sensor’s value.

The configuration of the action is exactly the same as for the previous action (sensor status), the only difference is the Trap Type:
here we choose the Sensor Decimal Value to send it to the target unit (B).
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Location: System Location Current System Time: 15122014 17:14:41
Summary Picture Log / Sound Log Sensors | Notification L Applications Help

Link Sensor To Action

Notification Menu
Begin Notification Wizard Link Sensor To Action Escalation

Link Sensor To Action
Options

View Notification Log

Notification Analyzer +  Main Module Temperature Port 4

This is an overview of all
configured Sensor Action Links.
From here you may create, edit
and remove Sensor Action
Links.Select your desired Sensor
Action Linkis) before making a
choice.

e SNMP Trap SensorStatus

+  Main Module Temperature Port 4 'E'!' SNMP Trap SensorValue
Each line should be descriptive.

E.g. If Temperature in Store room
Is High Critical Then E-mail Store

Room Manager.
To disable or enable the

notifications without having to
delete them, in the Link Sensor To

Action listing, just uncheck the
checkbox to disable them or check
the checkbox to enable them +  Main Module Dual Humidity Port 1

2 SNMP Trap SensorStatus

+  Main Module Dual Humidity Port 1 'E'!' SNMP Trap SensorValue

[ Create | Edit ][ Create Escalation ][ Remove ]

Import notification from file | Choose File | No file chosen Import Export

Figure 8-7.
After the SNMP Trap actions are made, you need to link the sensors to the SNMP Trap actions.
Go to Notification / Link Sensor To Action and click on the Create button.

As an example, here’s our configuration for the Temperature Sensor Status SNMP Trap notification, which will send a Trap upon
each status change of the sensor:
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Link Sensor To Action Escalation

Edit Sensor Link

Module Sensor Sensor Filter
Main Module Dual Humidity Port 1 | Dual Humidity

Dual Temperature Port 1

"
Temperature Port 4 Dual Temperature

¥/ Temperature

[ Cancel ] [ Next >> ]

Figure 8-8.

Edit Sensor Link
Link Sensor To Action Escalation

Status Action Action Filter
High Critical SNMP Trap SensorStatus ¥ SNMP Trap
High Warning SNMP Trap SensorValue
Normal
Low Warning
Low Critical
Sensor Error

[ Cancel ] [ << Back J [ Finish ] [ Advanced Mode >> ]

Figure 8-9.

You may select the Sensor Status as desired, for example, if you only want to send SNMP Trap when the sensor status is High
Critical and Low Critical, only select those here.

For creating the Temperature Sensor Value SNMP Trap, the configuration is the same; just select that action in the last step.

NOTE: You'll need to create notification rules for each sensor that you want to send an SNMP Trap about.
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System Log { 2000 messages )

1 20141214 08:50:32 Trap ok: Sentto 10.1.1.137

2 201412/14 08:50:32  Trap ok: Sentto 10.1.1.23

3 201412114 08:50:32  Trap ok: Sentto 10.1.1.137

4 201412114 08:50:32 Trap ok: Sentto 10.1.1.23

5 2014112/14 08:50:32 femperature Port 4 is 29.0

6 20141214 08:50:21 Trap ok: Sentto 10.1.1.137

7 2014/12/14 08:50:31 Trap ok: Sentto 10.1.1.23

8 2014/12/14 08:50:31 Trap ok: Sentto 10.1.1.137

o 2014/12/114 08:50:31 Trap ok: Sentto 10.1.1.23

10 201412/14 08:50:31 Temperature Port 4 is 28.5 °C, status is Normal

System Log will be reloaded in 03 secs

Figure 8-10.

To verify that the SNMP Trap sending is working, you can check the System Log entries and the SNMP Trap log on the sender unit
(A):

Location: System Location

Sensors | Notification '
View Notification Log

Summary

Notification Menu
View last log for SNMP Trap

Begin Notification Wizard

Picture Log / Sound Log

A

Action

Link Sensor To Action

View Notification Log

Notification Analyzer

This page displays a log of all
recently complete nofifications

Select an Action Type to view
Notifications related to that type.

trap.log

2014/12/22
2014/12/22
2014/12/22
2014/12/22
2014/12/22
2014/12/22
2014/12/22
2014/12/22
2014/12/22
2014/12/22
2014/12/22
2014/12/22

Figure 8-11.

a9:
a9:
a9:
a9:
a9:
a9:
a9:
a9:
a9:
a9:
a9:
a9:

2e:
2e:
2e:
2e:
2e:
2e:
2e:
2e:
2e:
2e:
2e:
2e:

28 :
28 :
20 :
20 :
28 :
28 :
20 :
20 :
28 :
28 :
20 :
20 :

begin send trap
begin send trap
trap send to 1@.
begin send trap
begin send trap
trap send to 1@.
begin send trap
begin send trap
trap send to 1@.
begin send trap
begin send trap
trap send to 1@.

Under Notification / View Notification Log, select SNMP Trap log from the drop-down menu.

to 16.1.1.23
process
1.1.23 ok

to 10.1.1.137
process
1.1.137 ok

to 10.1.1.23
process
1.1.23 ok

to 10.1.1.137
process
1.1.137 ok
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8.3 Getting OIDs for the SNMP Traps

Before setting up the SNMP Trap receiver on the target unit (B), you'll need to get the correct sensor OIDs from the sender unit

(A).

Use an MIB Browser application, such as iReasoning MIB Browser. We'll show you the steps using this program.

First, you must load the MIB file (downloadable from blackbox.com). Then specify the sender unit's IP (A) in the Address field (in

our example, it's 10.1.1.225).

File Edit Operations Tools Bookmarks Help

Address: 10.1.1.225

- Advanced... OID:

.1.3.6.1.4.1.3

MIB Tree

= J. iso.org.dod.internet

[ |, mgmt
= |, private
= | enterprises
B L akcp

= |, sensorProbe

m

G |, spSummary
@ |, spSensor
At =
- spSensorStatus
) spSensorValue
- spSensorLevelExceeded
- spSensorIndex
- spSensorName
- spSensorDescription
- spSensorProbeKeepAlive =
MName sensorProbeTraps
OID .1.3.6.1.4.1.3854.1.7
SPAGENT-MIB

Figure 8-12.

Expand the MIB Tree until you reach the ServSensor’s Traps section, as in the picture.
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Hl. 1.3.6.1.4.1,3854.1.7. 1.0}

Result Table | Trap Receiver x I

3 |, spSummary
. @ |y spSensor Operations  Tools

B-l.;nscrprobeTraps o ) \a £

spSensorStatus

@ spSensorValue | | Descripton - Source  Time
: spSenso 'I‘e::'E"GEedEd spCustomStatus |10, 1.1... [2014-12-110...
WGEHS(X ndex
- spSensorName spCustomStatus |10, 1.1... [2014-12-110...
& spSensorDesaription spCustomStatus (10,1, 1., [2014-12-110...
-4l spSensorProbeKeepAlive
& spSensorType spCustomStatus  (10,1.1... [2014-12-110...
. spSensorStatusName ispCustomStatus  |10.1.1... [2014-12-110...

) spSensorSublndex spCustomStatus  |10.1.1... [2014-12-110...

‘ spBoardIndex
. spBoardDesaription ispCustomStatus  [10.1.1... |2014-12-110...

‘ spEventTimeStamp ispCustomStatus  |10.1.1... [2014-12-110...
) spEventClasshumber spCustomStatus |10.1.1... [2014-12-110...
spSensorstatus spCustomStatus  |10.1.1... |2014-12-110...
.1.3.6.1.4.1.3854.1.7.1

SPAGENT-MIB spCustomStatus  |10.1.1... |2014-12-110...
INTEGER. {noStatus(1),normal(2) highWarning(3),hig... spCustomStatus (10, 1.1... [2014-12-110
read-only
mandatory

The current integer status of the sensor causing this trap t

.Is0.org.dod.internet.private. enterprises.akcp.sensorProbe. sensorProbeTraps. spSensorStatus. 0

Figure 8-13.
Next, choose the OID value that you need to get the SNMP Trap from the sender unit (A).
In our example, we choose spSensorStatus to get Status SNMP Traps.
For the spSensorStatus it will be .1.3.6.1.4.1.3854.1.7.1.0
Copy the OID from the top of the window (OID: field), next to where you typed the sender (A) unit’s IP.

NOTE: For the Syntax field, these values will be needed to configure the virtual sensor on the target unit (B). For the spSensorSta-
tus OID, these are valid:

INTEGER {noStatus(1), normal(2), highWarning(3), highCritical(4), lowWarning(5), lowCritical(6), sensorError(7), turnOn(8),
turnOff(9)}
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File Edit

Operations Tools Bookmarks Help

v| [wiinHl. 1.3.6.1.4.1,3854.1.7.16.0

) SNMPV1 TRAPS

-4l spSensorProbeKeepAlive
& spSensorType
&) spSensorStatusName
) spSensorSubIndex
. spBoardindex
) spBoardDesaiption
spEventTimeStamp
. spEventClassMumber
-4l spEventClassName

=pSensorDedmalValue

-4 spSensorAliveLow
- |, securityProbe

Result Table | Trap Receiver x I

Operations  Tools

Co®¥a «

Description - Source  Time

spCustomStatus  |10. L 1... [2014-12-110...

spCustomStatus |10, L L. [2014-12-110...

spCustomStatus |10, L 1. [2014-12-110...

spCustomStatus  |10.1.1.., (2014-12-110...

ispCustomStatus  |10.1.1... [2014-12-110...

ispCustomStatus  |10.1.1... [2014-12-110...

spCustomStatus  |10.1.1... (2014-12-110...

spCustomStatus  |10.1.1... [2014-12-110...

spCustomStatus  |10.1L.1... [2014-12-110...

imalValue

.1.3.6.1.4.1.3854.1.7. 16

SPAGENT-MIB
DISPLAYSTRING
read-only

mandatory

The current dedmal value of the sensor causing this trap td

spCustomStatus  |10.1.1... [2014-12-110...

spCustomStatus |10, L. 1. [2014-12-110...

sniCustomStatus 10.1.1 MN14-12-110
AY

.Is0.org.dod.internet.private. enterprises. akcp. sensorProbe. sensorProbeTraps. spSensorDedmalValue. 0

Figure 8-14.

We also set up SNMP Trap for the Temperature sensor’s Value reading, so we will also need the spSensorDecimalValue OID from

the MIB browser.

The OID for spSensorDecimalValue will always be:1.3.6.1.4.1.3854.1.7.16.0

Similar to the spSensorStatus OID, you need to copy the OID from the top of the window (OID: field), next to where you typed
the sender (A) unit’s IP.

If you need other OIDs, note them similarly.
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| File Edit Operations Tools Bookmarks Help

Address: |10.1.1.225 - Advanced... 0OID: |.1.3.6.1.4.1,3854.1.7 Get Next

SNMP MIBs Result Table | Trap Receiver x |

=~ |, iso.org.dod.internet Operations  Tools
- |, mgmt =
. private cCoenHas«
© B |, enterprises Description |

= akep
spCustomStatus
=~ |, sensorProbe "
. - |, spSummary spCustomStatus 10.1.1.225
. [ |y spSensor spCustomStatus 10.1,1.225 [2014-12-1107:06:07

e -
H Sens spCustomStatus 10.1.1.225 (2014-12-1107:06:07
i ‘ spSensorvValue spCustomStatus 10.1.1.225 |2014-12-1107:06:00

spSensorlevelExceeded spCustomStatus 10.1.1.225 |2014-12-1107:06:00
spSensorindex

spCustomStatus 10.1.1.225 [2014-12-1107:05:59
spCustomStatus 10.1.1.225 [2014-12-1107:05:59
spCi IS5 10.1.1.225 |2014-12-1107:05:58

sensorProbeTraps spCustomStatus 10.1.1.225 |2014-12-1107:05:58
.1.3.6.1.4.1.3854. 1.7

SPAGENT-MIB

spC 15 10.1.1.225 |2014-12-1107:05:57

=nCH 15 10.1.1.225  19014-12-11 07:05:57
A

Source: 10.1.1.225 Timestamp: 165 hours 45 minutes 27 seconds ~ SNMP Version: 1
Enterprise: .iso.org dod internet private enterprises.alep. sensorProbe

Specific: 1000

Generic: enterpriseSpecific

Variable Bindings:

Name: .is0.0rg dod internet. private enterprises.akep. sensorProbe. sensorProbeTraps. spSensorStatus.0
Value: [Integer] normal (2)

Description: "Custom sensor trap”

.is0,0rg.dod.internet, private enterprises. akcp.sensorProbe. sensorProbeTraps

Figure 8-15.
You may also test the SNMP Trap action using iReasoning MIB Browser.
Use the Trap Receiver from Tools / Trap Receiver.
The Trap Receiver will start automatically, and display the results on the right side of the window.

Use the Test Action button on the sender unit (A) WEB Ul to initiate an SNMP Trap:

Location: System Location 2 2 Current System Time: 1512/2014 17:16:00
Summary 2 Picture Log / Sound Log Sensors [ Settings Applications Help

Notification Menu
Acton Ty 4 Acton ot

Begin Notification Wizard

i SNMP Trap SensorStatus To: 10.1.1.23, 10.1.1.137
¢ Action fSEME Ty SNMP Trap SensorValue To: 10.1.1.23,10.1.1.437
¥ SNMP Trap
ink Sensor To Acts [ create | [ Duplicate | [ Edit | [ Remove |
[ opions | TestAction
View Noltification Log
Figure 8-16.

NOTE: You must specify your PC’s IP address in the configuration of the SNMP Trap action, otherwise, you won't see the Trap.
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Edit Op

[
Address: |10.1.1.225

QID: |.1.3.6.1.4.1,3854. 1.7

Result Table | Trap Receiver » |

| = . iso.org.dod.internet

-}y mgmt
- . private

Operations  Tools

Co¥as«

Description Source
spCustomStatus 2014-12-1
10.1.1.225 |2014-12-1107:06:08

10.1.1.225 |2014-12-1107:06:07

10.1.1.225 |2014-12-1107:06:07

10.1.1.225 |2014-12-1107:06:00

10.1.1.225 |2014-12-1107:06:00

10.1.1.225 |2014-12-1107:05:59

10.1.1.225 |2014-12-1107:05:59

10.1.1.225 |2014-12-1107:05:58

.1.3.6.1.4.1.3854. 1.7

10.1.1.225 |2014-12-1107:05:58

SPAGENT-MIB

10.1.1.225 |2014-12-1107:05:57

10.1.1.225  19014-12-11 07:05:57

A

Source: 10.1.1.225 Timestamp: 165 hours 45 minutes 27 seconds  SNMP Version:

Enterprise: .iso.org dod internet private enterprises.alecp. sensorProbe

Specific: 100
Generic: enterpriseSpecific
Variable Bindings:

Name: .is0.0rg dod internet. private. enterprises.alkcp. sensorProbe sensorProbeTraps. spSensorDecimalValue, 0

Value: [OctetString] 28.5

Description: "Custom sensor trap”

.is0.org.dod.internet, private.

Figure 8-17.

Here is an example result window for the spSensorDecimalValue (and in the previous picture, the spSensorStatus was shown).
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8.4 SNMP Trap Receiver (B) SEC (10.1.1.137) Configuration

Location: System Location
Summary

Picture Log / Sound Log

Current System Time: 17/12/2014 16:09:08
Applications Help

Guest Page Video
= Enabl mer:
Camera Names
Image Size
PTZ Controdler
= Connectivity
Ethernet Network
Modbus
SHMP
SNMPTraps
Bluetooth

Dialin Modem
Dial-Out Modem
OpenVPN Client

Sensors Notification ]
SNMPTraps
LAY
Enable Version of SNMP Traps Receiver |« ya¢
“lvs

SNMP Trap port 162

Available Port

SNMPv1 Community  public
SNMPv3 User Name Eynser
SNMPv3 enginelD 513000000001020304
Security Level | Authentication & Encryption
Authentication Protocol | SHA v

Authentication Protocol Pass Phrase
Confirm Authentication Protocol Pass Phrase
Privacy Protocol

Privacy Protocol Pass Phrase

Confirm Privacy Protocol Pass Phrase

Save Reset

Figure 8-18.

L

Go to Settings / Connectivity / SNMP Traps page, and ensure the SNMP Traps Receiver versions are enabled as shown above. You
may change the SNMP community, SNMP v3 settings, and the SNMP port if you wish.

NOTE: The SNMP Trap receiver is turned on by default.

Location: System Location
Summary

Sensor Ports
Xpansi rd l
Sound Detector
¥ 5 21
No Video Signal
= Power Meter {;ﬁ
Add Meter
Graph 4
Virtual Sensors l
61

This page shows the Remote Sensor
ports. The Remote Sensors are virtual
sensors that can run SNMP get l
commands, Ping IP addresses, run
Custom SCIiDtSJ_i'\I?E\IB'E MOPEIUS

Picture Log / Sound Log |

Notification
Virtual Sensors

F YT 11ttt
23 24 25 26 27 28 29 30 ki 32 3
® 1t 1t 1 11111

43 44 45 46 47 48 49 50 51 52 53

63 64 65 66 67 68 69 70 m T2 73

Flgure 8-19.

Current System Time: 17122014 16:03:43
Applications Help
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Open the Sensors / Virtual Sensors page to begin configuring the virtual sensors.

Location: System Location Current System Time: 1712/2014 16:06:05
Summary Picture Log / Sound Log [ Notification Applications Help

Virtual Sensors

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Sensor Ports ,:3
Exoanson sorss N
nd r
o kieo Enal 2 22 23 24 25 26 27 28 29 30 k3 32 33 34 35 36 37 38 39 40
= Power Mot PPP® 1 1t 111111111111 11
Add Meter
Graph 4 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60
Virtual Sensors
— t 1ttt

SNMP OID

61 62 63 64 65 13 67 68 69 70 I T2 73 4 75 76 7 78 79 80

I ot t : t t :t ittt

This page shows the Remate Sensor
ports. The Remote Sensors are virtual
sensors that can run SNMP get
commands, Ping IP addresses, run
Custom Scripts, integrate MODBUS

TempSensorStatus226
Advanced Seftings

Normal Seltings Continuowus Time Seftings Minimurn Time Seftings

equipment, perform Boolean functions Sensor Name
and receive SNMP Traps with the Trap h’em i SNt
Receiver. Source Trap Receiver Change Configurations

For Example you can write bash and Status m

peri scripts to perform certain
functions. Sensor Currently | B Online

Normal State Value |2

Description of Status When Normal  Normal
Description of Status When Critical Eriﬁcal

(et
Onling Time Tracking

Figure 8-20.

In our first example, here is the configured SNMP Trap receiver virtual sensor on the target SEC (B). It shows the status of the
Temperature Sensor on the source SEC (A).

To set up the SensorStatus SNMP Trap receiver, follow these steps:

TempSensorStatus225

Source  Trap Receiver v

| cancel |[ Next |

Figure 8-21.
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Choose an unconfigured virtual sensor, click on the Configuration button, then select the Source as Trap Receiver.

TempSensorStatus225

SNMPTrap Receiver setting
IP Address  [10.1.1.225

OID  |.1.3.6.1.4.1.3854.1.7.1.0
Specific (0 for Trap version 3) |100{I
Sensor Style Switch v

Normal State Value |2

Description of Status When Normal |Normal
Description of Status When Critical |Cri1ica|

[ Cancel ][ Back H Finish J

Figure 8-22.
Configure the following:
e [P: the source SEC unit’s IP (A)

¢ OID: the sensor’s OID value that you wish to get the SNMP Trap about; in our example it's spSensorStatus, to get the correct
OID you have to use an MIB Browser as mentioned before.

o Specific: except for SNMP Trap V3, it will be always 1000 if you configured the SNMP Trap sender action using the custom set-
tings on the source SEC (A) as recommended earlier; otherwise, you'll have to use a Trap Receiver first, to get the correct “spe-
cific value from an SNMP Trap packet sent to your PC.

e Sensor style: Switch or Analog, depending on the sensor; for the Sensor Status it's Switch.

¢ Normal State Value: the virtual sensor will display “normal” when this status is received in the SNMP Trap packet. Unless you
need another value, the default is 2 (see all other values earlier, as mentioned at the MIB browser section).

e Description for statuses: as desired.

Click Finish when you've completed the configuration.
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Location: System Location Current System Time: 17122014 16:07:58
summary ; Picture Log / Sound Log | Notification Applications Help

Virtual Sensors

1 2 3 4 5 6 7 8 9 10 1" 12 13 14 15 16 17 18 19 20
Sensor Ports =
= t L L L I T T T T £ S T N T B T ]
Sound Detector
Mo Video Signal 21 22 23 24 25 26 27 28 29 30 n 32 33 34 35 36 v k13 39 40
o e @
= Power Meter PP®P® 1 1 £ 1111111111111
Add Meter
Graph 41 42 43 44 45 46 47 48 49 50 51 L¥] 53 54 55 56 57 58 59 &0
Virtual Sensors
s P PIDDDDIIIIIITITILLL
61 62 63 64 65 (13 67 68 69 70 T T2 73 T4 75 76 7 78 79 1]

I ot t :r t ttttttrtrtrrrrrroroi

This page shows the Remate Sensor
ports. The Remote Sensors are virtual
sensors that can run SNMP get
commands, Ping IP addresses, run
Custom Scripts, integrate MODEUS

TempSensorValue225
Continuowus Time Settings

Normal Sellings Advanced Seflings Minimum Time Settings

equipment, perform Boolean functions Sensor Name
and receive SNMP Traps with the Trap [TempSensorvalue225
Receiver. Source Trap Receiver Change Configurations

For Example you can write bash and Current Reading  29.0 Unit*C

perl scripts to perform certain
functions.

I Sansorcurensy. (S cotee,J

29 Unit
-«

R ——
- - - -

Status  Normal

Low Critical 10 40 High Critical
Low Critical High Critical
10 20 30 M

Save | Reset

Flgure 8-23.

Second example: the configured SNMP Trap receiver virtual sensor on the target SEC (B) from the Temperature Sensor’s decimal
value on the source SEC (A).

To set up the SensorValue receiver, follow these steps:

TempSensorValue225

SNMPTrap Receiver setting
IP Address 10.1.1.225

OID [1.3.6.1.4.1.38541.7.16.0
Specific (0 for Trap version 3) 1000
Sensor Style | Analog v
Value Factor |1— (x1)
Unit Text |u,,-,toc +F
Value Range for Slider Bar |0 To |100

[ Cancel ][ Back M Next J

Flgure 8-24.
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Select Trap Receiver as in the previous configuration, and then fill out the values:
e |P address of the source SEC (A)

¢ OID: the sensor’s OID value that you wish to get the SNMP Trap about; in this example it's spSensorDecimalValue, to get the
correct OID you have to use an MIB Browser as mentioned before.

¢ Specific: except for SNMP Trap v3, it will always be1000 if you configured the SNMP Trap sender action using the custom
settings on the source SEC (A) as recommended earlier; otherwise, you'll have to use a Trap Receiver first, to get the correct
“specific” value from an SNMP Trap packet sent to your PC.

e Sensor style: Switch or Analog, depending on the sensor; for the Sensor Value it's Analog.
e Value factor: if you wish to multiply the reading, specify here.
¢ Unit Text: the unit of the sensor reading; it could be anything, it's not limited to the built-in units.

e Value Range: the range scale where the sensor readings will be interpreted.

Current System Time: 17122014 16:05:32
Summary : Picture Log / Sound Log Sensors Notification Seftings Applications Help

Summary Setting Sensor Information

Lot st Doert | semmmamest | esamgar | saway
Camera Setting = Main Module Sound Detector nd r 3% Low Critical

Sensor Filters Virtual Sensors Humidity Sensor Status225 - No Status
Notification Filters Virtual Sensors Humidity SensorValueg2s - No Status
sysiog Fillers Virtual Sensors TempSensor Status225 .
Virtual Sensors TempSensorValue22s 29.0 Unit*C Normal
Sortby : [E T Virtual Sensors Virtual Sensors Port 21 = Normal
Number of dlsplay ilars par pape XTI Virtual Sensors Virtual Sensors Port 22 26.0 Unitc ﬁ

Advanced Filter Virtual Sensors Virtual Sensors Port 23 - Normal
oy oo Ll Virtual Sensors Virtual Sensors Port 24 55.0 Unit% Normal

# Display Log Type
# Display Sensor Type Sensors status wil be reloaded in 08 secs

# Display Sensor Status
'j System Log ( 2000 messages )

[ Apply Fiiter_| [ ClearFitter_| [ Clear Syslog | || 1 201412116 18:54:28  Virtual Sensors Port 24 is 57 Unitss, status is Normal
2 20141216 17:33:28 S s 24 is s N i
Reload 3 2014M2H61T:15:58  Virtual Sensors Port 24 is 57 Unit%, status is Normal Y
Syslog 4 201411216 16:50:58 24 T
Interval - [ Apply 5 20141216 16:29:58  Virtual Sensors Port 24 is 57 Unit%, status is Normal
[0 S|l & 201411216 16:09:58 Sensors Port 24 is s is High W
sece. T 20141216 15:51:58  Virtual Sensors Port 24 is 53 Unit%, status is Normal
8

2014M2M6 15:51:56  Virtual Sensors Port 23 status is Normal

9 201412M6 15:51:34  Virtual Sensors Port 24 status is Sensor Error

10 20141216 15:51:32  Virtual Sensors Port 23 status is Sensor Error

11 20141216 15:47:28  Virtual Sensors Port 24 is 57 Unit%, status is Normal
12 2014M21615:30:58 g 24
13 2014M2M6 15:02:58  Virtual Sensors Port 24 is 57 Unit%, status is Normal
14 2014M2M6 14:47:58 / 418 r N
15 20141216 14:22:28  Virtual Sensors Port 24 is 57 Unit%, status is Normal
16 20141216 140758 g 5 24 5 5
17 2014M2M6 13:39:58  Virtual Sensors Port 24 is 56 Unit%, status is Normal
18 2014M2M6 13:26:58 / 5 E 418 r E N
19 20141216 13:06:58  Virtual Sensors Port 24 is 50 Unit%, status is Normal kv
20  2014M2M613:06:56  Virtual Sensors Port 23 status is Normal _
System Log will be reloaded in 09 secs.

Figure 8-25.

An overview of the Summary page on the target SEC unit (B), showing the virtual sensors and the recorded System Log messages
for virtual sensor status changes by SNMP Traps coming from the source SEC unit (A).

NOTE: There will be no SNMP Trap events recorded in this unit’s SNMP Trap log. These are only logged in the source unit (A).

After configuring the virtual sensors properly, you can create custom actions on the target SEC (B) depending on the statuses of
the virtual sensors, just like you would with any other type of sensors.

Contact Black Box Technical Support at 877-877-2269 or info@ blackbox.com if you have any further technical questions
or problems.
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9. SNMP Trap Receiver Controlling 10-digital8 Relay

What is the SNMP trap and 10-digital8?

The SNMP Trap Receiver is a feature that is included in the 80 Virtual Sensors in the ServSensor’s web interface. This feature
allows you to receive an SNMP trap from another device. This can be used to trigger a relay, as this manual will describe. This can
also be used to turn on and off other sensors, send alerts from the ServSensor unit and perform other actions.

The 10-digital8 is an 8-port dry contact sensor that uses a single RJ-45 sensor port on the ServSensor. Each of the 8 ports can be
configured as an input or an output up to 5 VDC and can sink 20 mA.

1. Enable SNMP Trap Receiver.

Location: Bangkok

Summary Picture Log / Sound Log Sensors Notification Settings
SNMPTraps
T R— S
= General Enable Version of SNMP Traps Receiver [V y2¢
System Date and Time ” Vv3
= Guest Page SNMP Trapport  [162 | Available Port |
Guest Page Video
= Enable Cameras SNMPy1 Community  [public
Camera Names

SNMPv3 User Name  |myuser
SNMPV3 enginelD  [0x8000000001020304
SecurityLevel | Authentication & Encryption v |

Image Size & Quality
PTZ Controller

: cl:::::lzt:,letwork Authentication Protocol lm
Wifi Network Authentication Protocol Pass Phrase  [sssssessss
Modbus Confirm Authentication Protocol Pass Phrase |uuuuu
— Privacy Protocol |AES ~|
SNMPTraps Privacy Protocol Pass Phrase  |[eesssssessssces
Bluetooth Confirm Privacy Protocol Pass Phrase  |ssessssssscesss
Dial-In Modem T ——
Dial-Out Modem |_Save | | Reset |

Figure 9-1.

First, open the ServSensor’s web interface, login as Admin and navigate to the Settings page >> Connectivity >> SNMP Traps
page.
Make sure the SNMP Traps Receiver versions are enabled as shown above.
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2. Set up the Trap Receiver in 80 virtual sensors.

Location: Bangkok

Summary Picture Log / Sound Log Sensors . Notification Settings

Virtual Sensors

Sensor Ports .
Expansion Mo t @l ottt
Camera Motion Detection

Sound Detector 21 22 23 24 25 26 27 28 29 30 3 32 33 34 )

No Video Signal t t  { i i | { | { t t t t i i i i

1+ Power Meter
Virtual Sensors

This page shows the Remote Sensor

ports. The Remote Sensors are virtual

sensors that can run SNMP get 61 62 63 64 65 66 67 68 69 70 7 72 73 74 75
cammands, Ping IP addresses, run

Custom Scripts, integrate MODBUS

equipment, perform Boolean functions l l l x l ! t t t ‘ ‘ ‘ l ! l
and receive SNMP Traps with the Trap

M 42 43 44 45 46 47 48 49 50 51 52 53 54 55

Receiver. sorcs [ k
For Example you can write bash and None
perl scripts to perform certain functions. SNMP GET

Ping
Custom Script

L] MODBUS
Banlean

w Trap Receiver

@1a91 - o011 A NIy N

Figure 9-2.

Next navigate to the Sensors page >> Virtual Sensors, then click on the virtual sensor number you wish to setup for the trap
receiver, click on the “Configure” button, and choose the “Trap Receiver” from the drop-down menu as shown above.

Location: Bangkok Current System Time: 28/0|
Summary Picture Log / Sound Log Sensors Notification Settings Applications

Virtual Sensors

Sensor Ports ~

— NI R N N T N N R N B B O O
Camera Motion Detection

Soumd Dotoctor 21 2 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 30
No Video Signal

— tfr1rt+r1»rt1rt1rirtrtttrtrtrto1rot

+ Power Meter
Virtual Sensors

This page shows the Remote Sensor
ports. The Remote Sensors are virtual

M 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59

tr1rt+r 1t 1rt1rtitrttrtrto1rot

sensors that can run SNMP get 61 62 63 64 65 66 6/ 68 69 70 71 72 73 74 75 16 77 18 719
commands, Ping IP addresses, run
Custom Scripts, integrate MODBUS ‘ ‘ l l l ' t ' t I I I t t ‘ t ! ! !

equipment, perform Boolean functions
and receive SNMP Traps with the Trap

Receiver. \
Dol stis  pado i Amctons. plcen focher i
2 4D IP Address

Specific (0 for Trap version 3)
Sensor Style W

Normal State Value |0

Description of Status When Normal  |Normal
Description of Status When Critical  |Critical

Cancel Back Finish
[

Figure 9-3.
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Enter your SNMP trap information, including the units IP address, the OID of the sensor, the Specific number, etc., and click the
finish button.

NOTE: The "Specific" you can view from a trap receiver program such as mibbrowser of Ireasoning (it has the trap receiver in the
Tools menu).

Enterprise: .1.3.6.1.4.1.3854.1

Source: 101184
Timestamp: 3 hours 49 minutes 10 seconds
SNMP

Vonhis  ©

Specific: 301

Generic: _ enterpriseSpesific

Variable Bindings:

Name: is0.0rg dod internet private enterprises akcp. sensorProbe sensorProbeTraps spSensorStatus.0

il DI

Figure 9-4.

You can check this by opening the trap receiver program and sending the trap to the PC. This specific value will be up to the
setting of the ServSensor Trap Type OID, the sensor type and sensor port.

You can change the ServSensor Hub Trap Type by using this snmp command here:
snmpset -m all -v1 -c <community> <IPaddress> .1.3.6.1.4.1.3854.1.2.2.1.60.0 i <traprype>
When

specificTypeTrap(1),

generalTypeTrap(2),

bothTypeTraps(3),

statusTypeTraps(4)
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3. Setup the 10-digital8 relay.

Location: Bangkok
Summary Picture Log / Sound Log Sensors

Sensor Ports

Expansion Modules
Camera Motion Detection

1 2 3

No Video Signal
+ Power Meter

Auto Sense [ [ Auto Sense J [ [ Auto Sense J [ W Auto Sense

Virtual Sensors
Status [ ® @)
T .. ® ® ®
This page shows the sensor ensors on Po T
orts and their respective status i BEEULD0
B aiate P ( Dry Contact 1.1 | ‘_‘ |
Click on a port to display or Dry Contact 1.2 T
configure its settings.
Dry Contact 1.3 NI/C NIC
N Contart 1 /7

Figure 9-5.
Navigate to the Sensors page >> Sensors page and click on the 10-digital8 relay you will be linking to your Trap Receiver Virtual

Sensor.

Location: Bangkok Current System Time: 28/01/2011 11:15:43
Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Sensor Settings

SensorPons Auto Sense { [ Auto Sense J { [ Auto Sense ] [ M Auto Sense J L [ Auto Sense J [ [ Auto Sense J [ [ Auto Sense ] L [ Auto Sense J { [ Auto Sense J
Expansion Modules Sthie ® ® ® ®

Camera Motion Detection .

— Online @ [ ] [ ] [ ]

Sound Detector

 J @ [ @
@ @ @ @
No Video Signal 5
[+ Power Meter
Virtual Sensors

“ Dry Contact NiC NiC NiC Airflow Water Siren ‘Water Rope

Dry Contact1.1 ¥

This page shows the sensor Normal Settings |  Advanced Settings ,
ports and their respective status _—
and state.
Click on a portto display or Sensor Name IDry Contact Port 1.1
configure its seftings. 5

o 4 Status  High

Continuous Time for Sensor

One way to eliminate false
warnings in an unstable

temperature ennvironment, is to Description of status When Output High  |High

add time in the continuous time e
to report feature here. Description of status When Output Low |Low

Minimum Time Status Save Reset

Prevents the status fram
fluctuating within the time set. Eg.
Sensor can only show high

Direction jnput  Output

Figure 9-6.
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First, enable the relay by turning it “Online,” then configure the direction, whether it will be an input or output, then click on the
Advanced Settings tab.

Location: Bangkok Current System Time: 28/01/2011 11:18:05
Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Sensor Settings

Sensor Ports Auto Sense L [ Auto Sense J [ [ Auto Sense J L M Auto Sense J [ [ Auto Sense J L [ Auto Sense J [ [ Auto Sense J L [ Auto Sense J [ [ Auto Sense J
Expansion Modules
Camera Motion Detection ::::: : : : : 4 4 e e

Sound Detector

No Video Signal
+ Power Meter ‘

Virtual Sensors
Dry Contact

This page shows the sensor
ports and their respective status
and state

Click on a portto display or Enable Graph " on © off
configure its settings

Helpful Suggestion Popup Windows on Sensor Name

Sensors URL |

NIC NIC NIC Airflow Water Siren Water Rope

Dry Contact1.1 ¥
Normal Settings Advanced Settings

Continuous Time for Sensor
One way to eliminate false Openlinkin & Current Windows  New Windows
warnings in an unstable
temperature ennviranment, is to

add time in the continuous time Control Mode " Manual Control
to report feature here. @ Notification Control
 Time Control

Minimum Time Status
Prevents the status from \
fluctuating within the time set. Eg Normal State " Closed/GND * Openi+5 Volts
Sensor can only show high
critical state once within 3 Notification Controlled m
seconds, ifvalue is setto 3 To set notification controlled click here
seconds.

Test Cycle Test

|
Figure 9-7.

Set the relay’s “Control Mode” to Notification Control and set the Normal State to which the relay will be in, either Closed/GND
or Open+5 Volts, and click the “Save” button.

4. Setup the Dry Contact Action.

Location: Bangkok Current System Timi
Summary Picture Log / Sound Log Sensors | Notification Settings Applications

Create Action

Begin Notification Wizard Select an Action Type - SNMP Trap é—
Action ' SNMP Trap
. add Action €€ ; Z::" cancel | [ Next>
Link Sensor To Action 8 mms
T e— T o [—
View Notification Log 0 Alarm Sound
Notification Analyzer Zw Speech

L Hew i~
B picture Log

Please select an Action Type from £, Telephone call

the pull down box. Later your action .' Custom Script
will be linked to a sensor and 7 Fax
status.

Q Sound Log

I -G
(9] Wake Up / Shutdown

v
©1991 - 2011 :7.! Windows Alert

Dry contact )

Figure 9-8.
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Now we will setup the dry contact action that will control the relay. First Navigate to the Notifications page >> Add Action >>
Select the Dry Contact from the Action Type drop down list as shown above, then click the “Next” button.

Location: Bangkok Current System Time: 28/01/

Summary Picture Log / Sound Log Sensors Notification Settings Applications

Dry contact Action Wizard

Notification Menu

Begin Notification Wizard

Action Name |Dry contact 2

Action
« Add Action Controls the Dry contact on Module | Internal RJ45 ¥ K
Link Sensor To Action Port §Dry Contact Port
Dry act Port 1.
View Notification Log Dry Contact Port 1.3

= Dry Contact Port 1.4 (Not a Notification Control mode)
Hatiication Anabyzer Note: | pry Contact Port 1.5 (Not a Notification Control mode)  '0de.

T Dry Contact Port 1.6 (Not a Notification Control mode)
Dry Contact Port 1.7 (Not a Notification Control mode)

Please choose a name for your Dry Contact Port 1.8 (Not a Notification Control mode) _[cancel Finish
Drycontact Action. Descriptive Action

the system.

Selectthe port your dry contactis
connected to and whether your
Action should Tumn the dry contact
On or Off.

Please select Cancel to leave the
edit mode and go back to the
menu without saving.

Press Finish to Save your Action

Figure 9-9.

Name the relay action, then select the port that we set up earlier from the Port drop-down list.

Location: Bangkok

Current System Time: 28/01/
Summary Picture Log / Sound Log Sensors Notification Settings Applications

Dry contact Action Wizard

Notification Menu

Begin Notification Wizard

Action Name |Dry contact 2

Action
= Add Action Controls the Dry contact on Module | Internal RJ45 ~
Link Sensor To Action Port [ Dry Contact Port 1.1 =
“ Action | Turn Low Till Sensor Normal : j “
View Notification Loy Turn Low Till Sensor Normal

} _ Turn High Till Sensor Normal
Notification Analvzer Note: | Cycle the Dry contact

Turn High Until & g \ —
Please choose a name for your mj @
Drycontact Action. Descriptive Action
the system.
Select the port your dry contactis
connected to and whether your

Action should Turn the dry contact
On or Off.

to notification control mode.

Please select Cancel to leave the
edit mode and go back to the
menu without saving.

Press Finish to Save your Action

L
Figure 9-10.
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Now select the Action for which you require the relay to perform when it will be triggered by the Trap Receiver Virtual Sensor and
click the “Finish” button.

Location: Bangkok _ Current System Time: 28/01/2011 11:26:52
Summary Picture Log / Sound Log Sensors Notification Settings Applications Help
Action
Notification Menu
Bedin Notification Wizard . Action Type Action Name Action Information
VM 5o "% SNMP Trap Door_ Sensor #1 on Unit 2 To: 172.25.11.1
v 2 ; Email 1 From: support@akcp.com, To: support@akcp.com
SHIP Treo Emal Email 2 From: JP@akcp.com, To: jp@akcp.com
¥ emait 8 sms SMS 1 To: 0849307264
V' sms < Telephone Call 1 To: 0849307264
P Relay jLeientione Cal Telephone Call 2 To: 0856670000
¥ Picture Lo @ Relay Relay 1 Warning: Controlled Sensor is Offline
Relay 2 ‘Warning: Controlled Sensor is Offline
v Telephone Call N N
P B picture Log Picture Log 1 Attach Picture From: Camera1
o @ rax Fax 1 T0: 026178998
I Dry contact — .
= " ( B iy contact 10-digital8 Relay on DC Port #8 Dry Contact Port 1.1: Turn Low Till Sensor Normal
Link Sensor To Action
“ [ Create J { Duplicate J { Edit J [ Remove ]
View Notification Log
Notification Analyzer Test Action

Tris page aisplays i actons |

Flgure 9-11.
The new action appears in the actions listing. Click on the Link Sensor To Action link.

5. Link the Trap Receiver to the Dry Contact Action.

Location: Bangkok Current System Time: 281012011 15:25:41

Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Notification Menu
Begin Notification Wizard Link Sensor To Action Escalation

Action
View Notification Log 3 E-sensor8 —E-Module Door Sensor Demo i> _ |:> ] Door Sensor #1 on Unit 2

Notification Anatyzer

This is an 0"9""_9"" of all configured [0 E-sensor8 —-E-Module E-sensor8 - 8 intelligent E-Module Connection State _ B8 Email 1
Sensor Action Links. From here you _

may create, edit and remove
Sensor Action Links.Select your
desired Sensor Action Link{s)
befare making a choice. ([ create |} Edt || createEscalation | [ Remove |

Link Sensor To Action

Each line should be descriptive
E.g. If Temperature in Store room Is

B ——
Rnnm Mananar
Figure 9-12.
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After clicking on the “Link Sensor To Action” link, click on the “Create” button.

Picture Log / Sound Log Sensors Not n Settings Applications

Edit Sensor Link

Notification Menu
Begin Notification Wizard Link Sensor To Action Escalation

Action
Link Sensor To Action Module Sensor Sensor Filter
= Add Link Sensor To Action ‘ E-sensor8 — E-Module - Airflow Port 5 ;l V' security
“ E-opto16 — 16 opto isolated dry contacts 1 Door #1 on Unit 2 ¥ Dual Humidity
= Dry Contact koGl ¥ Dual Temperature
View Notification Log Dry Contact Port 1.2

i i Dry Contact Port 1.3 V' Thermocouple
Notification Analyzer
Notification Analyzer st e e ector

e Dry Contact Prt 16 - mory

Dry Contact Port 1.6

2

This page creates the links Dry Contact Port 1.7 2 D_W contact
between what is to be monitored, Dry Cunlagt Port 1.8 Siren
under what conditions and what No Video Signal V4 V¥ airflow
actions are to be taken. Siren /Strobe Intruder Alert #1 ' water

Spot Water Detector &
Selectthe sensors, the status Dry Contact
requirements to begin a notification Virtual Sensors Port 3 ¥ water Rope
and the actions Multiple choices ¥ No Video Signal
may.he sslactad in each box by Water Level Detector - Rope Type Sensor PivEtial Sosore

holding Ctrl while selecting

The advanced mode gives more = =
control over the statuses and times
when the links are to be applied.

Press Finish to store your Sensor Cancel

Action Link.

e
Figure 9-13.

Now click on the Internal RJ-45 in the Module list, then the Virtual Sensor that we setup for the Trap Receiver, and click on the
“Next” button.

Location: Bangkok Current System Time: 2|
Summary Picture Log / Sound Log Sensors Notification Settings Applications

Edit Sensor Link

Notification Menu
Begin Notification Wizard k Sensor To Action Escalation

Action
Link Sensor To Action Status Action Action Filter
= Add Link Sensor To Action Door Sensor #1 on Unit 2 ;I ¥ SNMP Trap
Sensor Error Email 2
View Notification Log SMS 1 W sms
Notification Anahyzer Telephone Call 1 v Telephone Call
Telephone Call 2 v Relay
“ x:ay;  picture Log
. . s W Fax
This page creates the links Picture Log 1 <
between what is to be monitared, Fax1 Dry contact
under what conditions and what 10_digital8 Relay on DC Port #1
actions are to be taken
Selectthe sensors, the status
requirements to begin a notification
and the actions Multiple choices
may be selected in each box by
holding Ctrl while selecting.
The advanced mode gives more = =
control over the statuses and times
when the links are to be applied. P
Press Finish to store your Sensor Cancel << Back Finish Advanced Mode >>
Action Link. "—J L—J g
—

Figure 9-14.
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Select the Status that the Virtual Sensor will be in to activate the relay. Then select the Dry Contact relay action that we previously

created from the Action listing. Finally, click the “Finish” button.

Location: Bangkok

Summary Picture Log / Sound Log Sensors Notification

Settings

Current System Time: 28/01/2011 15:30:44
Applications Help

Link Sensor To Action

Notification Menu

Begin Notification Wizard

Link Sensor To Action Escalation

Action
Link Sensor To Action

View Notification Log
Notification Anahyzer

This is an overview of all configured
Sensor Action Links. From here you
may create, edit and remove
Sensor Action Links.Select your

D E-sensor8 —E-Module Door Sensor Demo

[0 E-sensor8 —E-Module E 8 — 8 intelli E-Module Cs ion State

% Door Sensor #1 on Unit 2

= Email 1

desired Sensor Action Link(s)
before making a choice.

2 Internal RJ45 Virtual Sensors Port 3
Each line should be descriptive.
E.g. If Temperature in Store room Is
High Critical Then E-mail Store

E 10-digital8 Relay on DC Port #1

Room Manager.

| create || Edit || createEscalation || Remove |

To disable or enable the
notifications without having to

delete them, in the Link Sensor To

&ctinn licting inet click nn the I

Figure 9-15.

The Trap Receiver Virtual Sensor is now linked to the 10-digital8 dry contact relay.
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10. Frequently Asked Questions (FAQs)
Question: | cannot see the temperature sensor displayed on summary page.

Answer: After logging in for the first time with the temperature sensor connected, you may need to do the following.

Layout Setting

Camera Setting

Sensor Filters

Syslog Filters

Sort by ;lDate ¥
Number of display items per page | 10 ¥|

Advanced Filter

= Display Log Level

Critical

Warning

Notices

Information
= Display Log Type

System Log

SensorLog
(= Display Notification

= Display Sensor Type Click on “Display sensor type” and check the box
Temperature marked “Temperature”
Water
Humidity

Dry contact Array
Dual Temperature
Motion

# Display Sensor Status

[ _appiyFiter |l clearFiter | [ clearsysLog || Then click "Apply Filter"

Reload Syslog Interval : |10 secs Apply

Figure 10-1. Select sensor to display.

Next, click on “Apply Filter.” The temperature sensor should then be displayed in the list of connected sensors.
Question: | cannot access my unit's Web interface.

If you're having issues with network connectivity, first make sure that the link100 LED is lit on the front display of the unit. If this is
not lit, then no network connection is present.

Answer:

1. If connected directly to a PC, make sure you're using a good quality crossover cable.
2. Make sure you're using a standard CAT5 Ethernet cable to connect to your network.
Question: What do my LED lights mean?

Answer: The following diagrams show what the various LED displays mean.
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1 1
Status Status
Online Online

1
Status then Status
Online Online

1
Status Status
Online Online

1
Status Status
Online Online

Figure 10-2. LED patterns in Normal mode.

Page 104 877-877-2269 | blackbox.com EVIE149A-20



Chapter 10: Frequently Asked Questions (FAQ)

1 1
Status Status
Online Online @&

1
Status Status
Online Online @

1
Status then Status
Online Online

1
Status Status
Online Online

1
Status Status
Online Online

Figure 10-3. LED patterns in Safe mode.
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1

Status
Online

Status
Online

1 2 3 4
Status then Status ® ® ® @
Online

Online

Status
Online

Figure 10-4. LED patterns in Recovery mode.
LEDs run clockwise after the power is connected.
From left to right, each LED indicates:
1st LED: U-Boot init
2nd LED: Kernel loaded with good CRC
3rd LED: Board init
4th LED: Serial port
5th LED: Ethernet
6th LED: NOR Flash
7th LED: NAND Flash

8th LED: Root file-system mounted. Starting initialization process
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After the root file-system is mounted, all green LEDs will be flashing, and red LEDs light increasingly from left to right. The
onboard Web server can be accessed during this time and shows a splash screen with boot details. After the boot process is
finished, the LEDs show the status of the online sensors.

Question: | forgot my unit’s IP address.

Answer: If you forget the IP address of your unit, you can simply press the reset button on the back of the unit. This will then
announce the IP address through the unit’s internal speaker.

Question: | forgot the password for my unit.

Answer: Hold down the reset button for seven seconds. This will turn off the use password feature for the Web-based interface.
This will remain turned off until you hold the button down for a further seven seconds, or the unit announces “Now turning off
password checking.”

NOTE: This will turn off the password checking for accessing the Web interface only; you still have to enter the password when
you access the system via Telnet.

Question: Can | use DHCP to assign my unit’s IP address?

Answer: Yes, you can use DHCP to assign the IP address. The unit ships with this disabled. To turn it on, you need to log
into the Web interface and navigate to the Ethernet settings via the “Security” tab, “Ethernet Network,” and then click
on the “Yes” button for “Use DHCP.”

Location: System Location _ Current System Time: 07/01/2000 12:50:38

Summary Sound Log sensors Notification Access Control f Settings Appiications Help

Ethernet Network

Default Interface V| Use this interface as default gateway
® General Click yes to activate DCHP [_usepice ©ves @ no ]

IP Address  [10.1.5.87
SubnetMask [255255.2650
GatewayIP Address [104.55
Domain Name Server W
Ethernet MACID ~ 00-0B-DC-00-5A-5C
Ethernet Media Mode 100baseTx-FD, negotiated, link ok

SNMPTraps
-
DiaLin odem P RRRRREREC=EE=—GBS

Dial-Out Modem

OpenVPN Client

Serial to Network Proxy
Server Inteqgration

% System Administrator

This page allows the system IP settings to be
configured centrally by DHCP or manually.

Figure 10-5. Activate DHCP.

NOTE: If the unit has a static IP address assigned, it will no longer send out DHCP requests. If you later want to turn DHCP back
on, you can do that using the Web-based interface.

Question: How do | set up my routing table?

Answer: To set up the routing table, open a DOS window (start, run type command press enter) and at the command prompt,
then enter: >route add 192.168.0.100.10.1.1.20

Where 10.1.1.20 is the IP address of the Ethernet interface on the PC that the unit is plugged into with the crossover cable.
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Now ping* 192.168.0.100 to see if the connection was successful.

Question: How can | change my administrator password?

Answer: If you want to make your unit more secure and change the administrator password from the default (public) to your

own choice, follow these steps:
1. Log into your unit using the default password.

2. Click the “Settings” tab.

Location: System Location Current System Time: 07/01/2000 12:57:38

Summary Sound Log Sensors Notification Access Control Settings Applications
User & Group Management

L s ] 1. Click “Settings”

# General

Help

Server Integration Admin * Administrator Built-in account for administrator
= System Administrator User * User Built-in account for user 60

Bob Smith System Guest Guest 60
Password Checking

* Cannot remove.

System Maintenance
Add Remove Properties

Services and Security
System Log

60

This page allows enabling, creation and
changing of the User and Admin password.

Figure 10-6. Select change password option.

3. Change the password.

Location: System Location [ Current System Time: 07/0112000 12:56:42
Summary Sound Log Sensors Notification Access Control Settings Applications Help

User & Groub Management

e
# Connectivity User Setup
Server Integration Enter the user name, password, description and then select the member of the group.
= System Administrator
Password Checking
User nagement userName [fonn User Cannot Change Password
System Maintenance Password [Fanaag
‘Services and Security Se—————— 1. Change password here
System Log Description [Buiitin account for administrator
Heartbeat Messages Login session timeout (minutes) [0
e ) Mombor ofGroup  [AdTIRSTAIBFT=] Go o Grou Seu
This page allows enabling, creation and
changing of the User and Admin password
E—— Com)zmJ] 2 Clikhere

Figure 10-7. Change user and/or admin passwords.

Question: What function do the different types of notifications provide?

HeartbeatMessages 2. Select this opfion
__—

Answer: The notifications are used to notify you when a sensor reading has hit a certain preset “critical” threshold. There are

many ways you can be notified. They are as follows:
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SNMP Trap: This form of notification sends out a signal to your SNMP server.
E-Mail: This sends a notification via e-mail.
SMIS: This sends an SMS message to your mobile phone.

MMS: This will send you a multimedia message to your mobile phone. This can include an image captured from one of the
ServSensor Hub's cameras.

Relay: The relay is used as a switch, for example, it could switch on an air-conditioning unit if the temperature reading
of a temperature sensor reaches a certain threshold.

Alarm sound: This notification will sound an alarm.

Speech: Creates a text-to-speech notification.

Telephone call: Will call you and play a prerecorded message or a text-to-speech message.

Custom script: Allows you to load a custom script that runs on a sensor reading a preset parameter.

Fax: Will send a fax to you with a notification message.

Sound log: Creates a log of sound captured with the internal/external microphone.

Siren and strobe: Will activate a siren and strobe light.

Wake up/shut down: This will send a signal to wake up or shut down a server.

If you require any assistance in setting these up, contact Black Box Technical Support at info@blackbox.com.
Question: Can | connect my unit via Wi-Fi?

Answer: Yes, you can connect the unit via Wi-Fi. Simply plug a USB dongle into the USB port on the rear of the unit.
You then need to configure your connection type and encryption key, etc. Do this from the Web-based interface in the “Settings”
tab and the connectivity option.

Wifi Network

Wireless Adapter (& on O Off
Default Interface | Use this interface as default gateway
Use DHCP (ves (%)No
IP Address |192.168.I].1l]

Subnet Mask |255.255.255.0

Gateway IP Address |

Domain Name Server |
Wireless Mode &) Infrastructure (Access point)

(O Ad-hoc ch
Wireless SSID |

Encryption Mode (&) Disabled () 64bit WEP
Link Status  Not connected

0%
Signal Strength | FE——

| save | [ Reset |

Figure 10-8. Win Network screen.
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Question: What is the Heartbeat message?

Answer: This setting is to have the ServSensor notify you that it is still running. You can be notified by either traps or by e-mail:
Alive Trap settings: Send Keep Alive Traps (Default Off): Select on if you want the system to send Alive Traps.

Destination: Enter the IP address of the server to send traps to.

Community: SNMP community string.

Resend Interval (mins): The period of time between each keep-alive trap. Values range from 1 to 65535 minutes.

Question: What is the network sniffer?

Answer: The network sniffer application can be used to capture network packets running to and from the ServSensor Hub, and
all the network traffic. You can then import the captured file into TCP dump for details of these network packets. The network
trace will help in debugging any network problems; for example, if e-mail cannot be sent.

Question: Can | use the camera for a videoconferencing call?

Answer: Yes, it is possible to use the camera and the integrated microphone to make a videoconferencing call. You need the
software called “OpenPhone” running on your computer. This is included on the CD-ROM that came with your unit. (Look for
OpenPhone.exe). Next follow these steps:

1. Initiate connection from OpenPhone (PC) to ServSensor.
a. Open the program by double clicking "openphone.exe"

b. Click the "Make Call" button, enter the IP address of the ServSensor Hub Linux/ServSensor VAE Hub to initiate a call in the
"Address" field. Then, click "OK."

. The unit will automatically respond to a call and establish the connection. You will then see the video and hear sound from
the unit.

2. Initiate connection from a ServSensor to OpenPhone (PC).
a. Open the program by double clicking "openphone.exe"
b. On the Web interface, click on the “Applications” tab, and click on “Video Conferencing.”

c. Select the "Call to" option and enter the IP address of the PC running OpenPhone. Click “Save” to discover your computers
IP address in the command prompt, type “ipconfig.”

d. On the OpenPhone application, click “Answer” to accept the call.
3. Connection between two ServSensor Hub Linux/ServSensor VAE Hub (only voice conference).

a. On the Web interface of the calling sServSensor Hub Linux/ServSensor VAE Hub, click on the “Applications” tab, and click
"Video Conferencing.”

b. On the right pane, select the “Call to” field and enter the IP address of the receiving ServSensor Hub Linux/ServSensor VAE
Hub into this field. Click “Save.”

. The connection should automatically establish.
You can end the videoconference call by doing the following:

1. End the call on OpenPhone (PC): To end call, click the "Hang Up" button on the OpenPhone. This method can be used to
end the call between the system and OpenPhone.

2. End the call on the unit: From the Web interface, click on the “Applications” tab and click on “Video Conferencing.” On the
right pane, select “End call and wait for a new incoming call” option. Then, click “Save.”
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Appendix A. Black Box Open Source Software License Disclaimer

A. Licensing Information

This product includes copyrighted third-party software licensed under the terms of the GNU General Public License. Specifically,
the following parts of this product are subject to the GNU GPL:

GPLV1: libjpeg, perl

GPLV2: Linux operating system kernel, alsamixer, busybox, efax, findutils, glibc, GNU grep, gsmlib, gawk, iptables, libusb,
mgetty, minicom, net-tools, nmap, normalize, ntp, openvpn, , rawrec, resize-image, RRDTool, ser2net, ssmtp, tplay, udev

GPLv3: bash, samba
LGPLv2.1: libmodbus
Please see below after for the exact terms and conditions of those GNU GPL licenses.

This product includes copyrighted third-party software licensed under the terms of the BSD license or similar. Specifically, the
following parts of this product are subject to BSD license or similar:

Lighhttpd, ppp, tcpdump, zip.
This product includes other copyrighted third-party free software licensed, specifically, the following parts:
Curl, dropbear, libexpat, CMU Flite, dhclient, ImageMagick, net-snmp, netkit-ftp, openssl, php, portmap, zlib.

All listed software packages are copyright by their respective authors. Please see their source code for detailed information.

Availability of Source Codes
Black Box has included the full source code of the GPL licensed software on the CD-ROM shipped with this product.

Black Box will also provide the source code of the GPL licensed software to you on DVD-ROM for a charge covering the cost
of performing such distribution (such as the cost of media, shipping and handling) upon email request to info@blackbox.com

This offer is valid for three (3) years from the date on which you purchased the product.

B. GNU GPL v2
GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General
Public License is intended to guarantee your freedom to share and change free software--to make sure the software is free for all
its users. This General Public License applies to most of the Free Software Foundation's software and to any other program whose
authors commit to using it. (Some other Free Software Foundation software is covered by the GNU Lesser General Public License
instead.) You can apply it to your programs, too.
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When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure
that you have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive source
code or can get it if you want it, that you can change the software or use pieces of it in new free programs; and that you know
you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the source code. And you must show them these terms so they
know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission
to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this
free software. If the software is modified by someone else and passed on, we want its recipients to know that what they have is
not the original, so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear
that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be
distributed under the terms of this General Public License. The "Program”, below, refers to any such program or work, and a
"work based on the Program" means either the Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on
the Program (independent of having been made by running the Program). Whether that is true depends on what the Program
does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all

the notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program a copy of

this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and copy
and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program
or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.
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¢) If the modified program normally reads commands interactively when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the Program itself is interactive but does
not normally print such an announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply
to those sections when you distribute them as separate works. But when you distribute the same sections as part of a whole
which is a work based on the Program, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent
is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under
the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms
of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost
of physically performing source distribution, a complete machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This alternative
is allowed only for noncommercial distribution and only if you received the program in object code or executable form
with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work,
complete source code means all the source code for all modules it contains, plus any associated interface definition files, plus the
scripts used to control compilation and installation of the executable. However, as a special exception, the source code distributed
need not include anything that is normally distributed (in either source or binary form) with the major components (compiler,
kernel, and so on) of the operating system on which the executable runs, unless that component itself accompanies the
executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this License will not have their licenses terminated
so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to
modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this License.
Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license from
the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You may not impose any
further restrictions on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance by
third parties to this License.

EMEI494.20 877-877-2269 | blackbox.com Page 113



Appendix A: Black Box Open Source Software License Disclaimer

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Program

at all. For example, if a patent license would not permit royalty-free redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely

from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity

of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system,

which is implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide

if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces,

the original copyright holder who places the Program under this License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time.
Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies to it
and "any later version", you have the option of following the terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does not specify a version number of this License, you may choose
any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to
the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to
make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the full notice is
found.

one line to give the program's name and an idea of what it does.
Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or modify it under the terms of
the GNU General Public License as published by the Free Software Foundation; either version
2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program;
if not, write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston,
MA 02110-1301, USA.

Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this when it starts in an interactive mode:
Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'. This is free
software, and you are welcome to redistribute it under certain conditions; type “show c' for
details.

The hypothetical commands ‘show w' and ‘show ¢' should show the appropriate parts of the General Public License. Of course,
the commands you use may be called something other than ‘show w' and ‘show c'; they could even be mouse-clicks or menu
items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for the
program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program ~Gnomovision' (which
makes passes at compilers) written by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a subroutine
library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you want to do,
use the GNU Lesser General Public License instead of this License.

EMEV49A20 877-877-2269 | blackbox.com Page 115



Appendix A: Black Box Open Source Software License Disclaimer

C. GNU GPLv3
GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <https://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
Preamble

The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and change the
works. By contrast, the GNU General Public License is intended to guarantee your freedom to share and change all versions of a
program--to make sure it remains free software for all its users. We, the Free Software Foundation, use the GNU General Public
License for most of our software; it applies also to any other work released this way by its authors. You can apply it to your
programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure
that you have the freedom to distribute copies of free software (and charge for them if you wish), that you receive source code
or can get it if you want it, that you can change the software or use pieces of it in new free programs, and that you know you
can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the rights. Therefore,
you have certain responsibilities if you distribute copies of the software, or if you modify it: responsibilities to respect the freedom
of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the recipients the same
freedoms that you received. You must make sure that they, too, receive or can get the source code. And you must show them
these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and (2) offer you this
License giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this free software. For both
users' and authors' sake, the GPL requires that modified versions be marked as changed, so that their problems will not be
attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them, although the
manufacturer can do so. This is fundamentally incompatible with the aim of protecting users' freedom to change the software.
The systematic pattern of such abuse occurs in the area of products for individuals to use, which is precisely where it is most
unacceptable. Therefore, we have designed this version of the GPL to prohibit the practice for those products. If such problems
arise substantially in other domains, we stand ready to extend this provision to those domains in future versions of the GPL, as
needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict development and
use of software on general-purpose computers, but in those that do, we wish to avoid the special danger that patents applied to
a free program could make it effectively proprietary. To prevent this, the GPL assures that patents cannot be used to render the
program non-free.

The precise terms and conditions for copying, distribution and modification follow.
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TERMS AND CONDITIONS

0. Definitions.

"This License” refers to version 3 of the GNU General Public License.

"Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as “you”. “Licensees”
and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission, other than
the making of an exact copy. The resulting work is called a “modified version” of the earlier work or a work “based on” the
earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a computer or modifying a private copy. Propagation includes
copying, distribution (with or without modification), making available to the public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere interaction with a
user through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and prominently
visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no warranty for the work (except
to the extent that warranties are provided), that licensees may convey the work under this License, and how to view a copy of this
License. If the interface presents a list of user commands or options, such as a menu, a prominent item in the list meets this
criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work for making modifications to it. “Object code” means any
non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards body, or, in the
case of interfaces specified for a particular programming language, one that is widely used among developers working in that
language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is included in the normal
form of packaging a Major Component, but which is not part of that Major Component, and (b) serves only to enable use of the
work with that Major Component, or to implement a Standard Interface for which an implementation is available to the public in
source code form. A “Major Component”, in this context, means a major essential component (kernel, window system, and so
on) of the specific operating system (if any) on which the executable work runs, or a compiler used to produce the work, or an
object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate, install, and (for an
executable work) run the object code and to modify the work, including scripts to control those activities. However, it does not
include the work's System Libraries, or general-purpose tools or generally available free programs which are used unmodified in
performing those activities but which are not part of the work. For example, Corresponding Source includes interface definition
files associated with source files for the work, and the source code for shared libraries and dynamically linked subprograms that
the work is specifically designed to require, such as by intimate data communication or control flow between those subprograms
and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of the
Corresponding Source.

The Corresponding Source for a work in source code form is that same work.
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2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable provided the stated
conditions are met. This License explicitly affirms your unlimited permission to run the unmodified Program. The output from
running a covered work is covered by this License only if the output, given its content, constitutes a covered work. This License
acknowledges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your license otherwise
remains in force. You may convey covered works to others for the sole purpose of having them make modifications exclusively for
you, or provide you with facilities for running those works, provided that you comply with the terms of this License in conveying
all material for which you do not control copyright. Those thus making or running the covered works for you must do so
exclusively on your behalf, under your direction and control, on terms that prohibit them from making any copies of your
copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is not allowed;
section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling obligations under
article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention
of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to the extent
such circumvention is effected by exercising rights under this License with respect to the covered work, and you disclaim any
intention to limit operation or modification of the work as a means of enforcing, against the work's users, your or third parties'
legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously
and appropriately publish on each copy an appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all notices of the absence of any warranty;
and give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty protection for a fee.
5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of source code
under the terms of section 4, provided that you also meet all of these conditions:

¢ a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

¢ b) The work must carry prominent notices stating that it is released under this License and any conditions added under section
7. This requirement modifies the requirement in section 4 to “keep intact all notices”.

¢ ) You must license the entire work, as a whole, under this License to anyone who comes into possession of a copy. This License
will therefore apply, along with any applicable section 7 additional terms, to the whole of the work, and all its parts, regardless
of how they are packaged. This License gives no permission to license the work in any other way, but it does not invalidate such
permission if you have separately received it.

e d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the Program has
interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by their nature extensions of the
covered work, and which are not combined with it such as to form a larger program, in or on a volume of a storage or
distribution medium, is called an “aggregate” if the compilation and its resulting copyright are not used to limit the access or legal
rights of the compilation's users beyond what the individual works permit. Inclusion of a covered work in an aggregate does not
cause this License to apply to the other parts of the aggregate.
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6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also convey
the machine-readable Corresponding Source under the terms of this License, in one of these ways:

¢ a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium), accompanied
by the Corresponding Source fixed on a durable physical medium customarily used for software interchange.

¢ b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium), accompanied by a
written offer, valid for at least three years and valid for as long as you offer spare parts or customer support for that product
model, to give anyone who possesses the object code either (1) a copy of the Corresponding Source for all the software in the
product that is covered by this License, on a durable physical medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this conveying of source, or (2) access to copy the Corresponding
Source from a network server at no charge.

¢ ) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncommercially, and only if you received the object code with such an offer,
in accord with subsection 6b.

e d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer equivalent access to the
Corresponding Source in the same way through the same place at no further charge. You need not require recipients to copy
the Corresponding Source along with the object code. If the place to copy the object code is a network server, the
Corresponding Source may be on a different server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find the Corresponding Source. Regardless of
what server hosts the Corresponding Source, you remain obligated to ensure that it is available for as long as needed to satisfy
these requirements.

¢ e) Convey the object code using peer-to-peer transmission, provided you inform other peers where the object code and
Corresponding Source of the work are being offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a System Library, need
not be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is normally used for
personal, family, or household purposes, or (2) anything designed or sold for incorporation into a dwelling. In determining
whether a product is a consumer product, doubtful cases shall be resolved in favor of coverage. For a particular product received
by a particular user, “normally used” refers to a typical or common use of that class of product, regardless of the status of the
particular user or of the way in which the particular user actually uses, or expects or is expected to use, the product. A product is
a consumer product regardless of whether the product has substantial commercial, industrial or non-consumer uses, unless such
uses represent the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other information required to
install and execute modified versions of a covered work in that User Product from a modified version of its Corresponding Source.
The information must suffice to ensure that the continued functioning of the modified object code is in no case prevented or
interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the conveying
occurs as part of a transaction in which the right of possession and use of the User Product is transferred to the recipient in
perpetuity or for a fixed term (regardless of how the transaction is characterized), the Corresponding Source conveyed under this
section must be accompanied by the Installation Information. But this requirement does not apply if neither you nor any third
party retains the ability to install modified object code on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support service,
warranty, or updates for a work that has been modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself materially and adversely affects the
operation of the network or violates the rules and protocols for communication across the network.
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Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a format that is
publicly documented (and with an implementation available to the public in source code form), and must require no special
password or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or more of its
conditions. Additional permissions that are applicable to the entire Program shall be treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions apply only to part of the Program, that
part may be used separately under those permissions, but the entire Program remains governed by this License without regard to
the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that copy, or from
any part of it. (Additional permissions may be written to require their own removal in certain cases when you modify the work.)
You may place additional permissions on material, added by you to a covered work, for which you have or can give appropriate
copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized by the
copyright holders of that material) supplement the terms of this License with terms:

¢ a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

¢ b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the Appropriate Legal
Notices displayed by works containing it; or

¢ ¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material be marked in
reasonable ways as different from the original version; or

e d) Limiting the use for publicity purposes of names of licensors or authors of the material; or
¢ e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or

¢ f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or modified versions
of it) with contractual assumptions of liability to the recipient, for any liability that these contractual assumptions directly impose
on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning of section 10. If the Program as
you received it, or any part of it, contains a notice stating that it is governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a further restriction but permits relicensing or conveying
under this License, you may add to a covered work material governed by the terms of that license document, provided that the
further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a statement of the
additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or stated as exceptions;
the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt otherwise to
propagate or modify it is void, and will automatically terminate your rights under this License (including any patent licenses
granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is reinstated (a) provisionally,
unless and until the copyright holder explicitly and finally terminates your license, and (b) permanently, if the copyright holder fails
to notify you of the violation by some reasonable means prior to 60 days after the cessation.
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Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies you of the
violation by some reasonable means, this is the first time you have received notice of violation of this License (for any work) from
that copyright holder, and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies or rights from
you under this License. If your rights have been terminated and not permanently reinstated, you do not qualify to receive new
licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary propagation of a covered
work occurring solely as a consequence of using peer-to-peer transmission to receive a copy likewise does not require acceptance.
However, nothing other than this License grants you permission to propagate or modify any covered work. These actions infringe
copyright if you do not accept this License. Therefore, by modifying or propagating a covered work, you indicate your acceptance
of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to run, modify and
propagate that work, subject to this License. You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one, or subdividing

an organization, or merging organizations. If propagation of a covered work results from an entity transaction, each party

to that transaction who receives a copy of the work also receives whatever licenses to the work the party's predecessor in interest
had or could give under the previous paragraph, plus a right to possession of the Corresponding Source of the work from the
predecessor in interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License. For example, you
may not impose a license fee, royalty, or other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling,
offering for sale, or importing the Program or any portion of it.

11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which the Program is
based. The work thus licensed is called the contributor's “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence of further modification of the contributor
version. For purposes of this definition, “control” includes the right to grant patent sublicenses in a manner consistent with the
requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor's essential patent claims,
to make, use, sell, offer for sale, import and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however denominated, not to
enforce a patent (such as an express permission to practice a patent or covenant not to sue for patent infringement). To “grant”
such a patent license to a party means to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is not available
for anyone to copy, free of charge and under the terms of this License, through a publicly available network server or other readily
accessible means, then you must either (1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of
the benefit of the patent license for this particular work, or (3) arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients. “Knowingly relying” means you have actual knowledge that, but
for the patent license, your conveying the covered work in a country, or your recipient's use of the covered work in a country,
would infringe one or more identifiable patents in that country that you have reason to believe are valid.
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If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent license to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant is automatically extended to all recipients
of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise of, or is condi-
tioned on the non-exercise of one or more of the rights that are specifically granted under this License. You may not convey a
covered work if you are a party to an arrangement with a third party that is in the business of distributing software, under which
you make payment to the third party based on the extent of your activity of conveying the work, and under which the third party
grants, to any of the parties who would receive the covered work from you, a discriminatory patent license (a) in connection with
copies of the covered work conveyed by you (or copies made from those copies), or (b) primarily for and in connection with
specific products or compilations that contain the covered work, unless you entered into that arrangement, or that patent license
was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to infringement that may
otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License,
they do not excuse you from the conditions of this License. If you cannot convey a covered work so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a consequence you may not convey it at all. For
example, if you agree to terms that obligate you to collect a royalty for further conveying from those to whom you convey the
Program, the only way you could satisfy both those terms and this License would be to refrain entirely from conveying the
Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with a work
licensed under version 3 of the GNU Affero General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work, but the special requirements of the GNU
Affero General Public License, section 13, concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from time to time.
Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version of the GNU
General Public License “or any later version” applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation. If the Program does not specify a version
number of the GNU General Public License, you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be used, that proxy's
public statement of acceptance of a version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are imposed on any
author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF
THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.
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16. Limitation of Liability.

IN' NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO
USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according to their terms,
reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil liability in connection with the
Program, unless a warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to
make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively
state the exclusion of warranty; and each file should have at least the “copyright” line and a pointer to where the full notice is
found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of authors>

This program is free software: you can redistribute it and/or modify it under the terms
of the GNU General Public License as published by the Free Software Foundation, either
version 3 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this
program. If not, see <https://www.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it starts in an interactive mode:
<program> Copyright (C) <year> <name of authors>
This program comes with ABSOLUTELY NO WARRANTY; for details type “show w'.

This is free software, and you are welcome to redistribute it under certain conditions;
type “show c' for details.

The hypothetical commands ‘show w' and ‘show c' should show the appropriate parts of the General Public License. Of course,
your program's commands might be different; for a GUI interface, you would use an “about box".

You should also get your employer (if you work as a programmer) or school, if any, to sign a “copyright disclaimer” for the
program, if necessary. For more information on this, and how to apply and follow the GNU GPL, see <https://www.gnu.org/
licenses/>.
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The GNU General Public License does not permit incorporating your program into proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first, please read <https://www.gnu.org/
licenses/why-not-Igpl.html>.

D. GNU LGPL v2.1
GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of
the GNU Library Public License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General
Public Licenses are intended to guarantee your freedom to share and change free software--to make sure the software is free for
all its users.

This license, the Lesser General Public License, applies to some specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think carefully
about whether this license or the ordinary General Public License is the better strategy to use in any particular case, based on the
explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are designed to make
sure that you have the freedom to distribute copies of free software (and charge for this service if you wish); that you receive
source code or can get it if you want it; that you can change the software and use pieces of it in new free programs; and that
you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to surrender
these rights. These restrictions translate to certain responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the rights that we
gave you. You must make sure that they, too, receive or can get the source code. If you link other code with the library, you must
provide complete object files to the recipients, so that they can relink them with the library after making changes to the library
and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which gives you
legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know that what they have is not the original version, so that the
original author's reputation will not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a company
cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder. Therefore, we insist
that any patent license obtained for a version of the library must be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This license, the GNU Lesser
General Public License, applies to certain designated libraries, and is quite different from the ordinary General Public License. We
use this license for certain libraries in order to permit linking those libraries into non-free programs.
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When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally speaking
a combined work, a derivative of the original library. The ordinary General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General Public License permits more lax criteria for linking other code
with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than the ordinary
General Public License. It also provides other free software developers Less of an advantage over competing non-free programs.
These disadvantages are the reason we use the ordinary General Public License for many libraries. However, the Lesser license pro-
vides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library, so that it
becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A more frequent case is that
a free library does the same job as widely used non-free libraries. In this case, there is little to gain by limiting the free library to
free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large body
of free software. For example, permission to use the GNU C Library in non-free programs enables many more people to use the
whole GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a program that
is linked with the Library has the freedom and the wherewithal to run that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference between
a "work based on the library" and a "work that uses the library". The former contains code derived from the library, whereas the
latter must be combined with the library in order to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the copyright holder
or other authorized party saying it may be distributed under the terms of this Lesser General Public License (also called "this
License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with application
programs (which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms. A "work based
on the Library" means either the Library or any derivative work under copyright law: that is to say, a work containing the Library
or a portion of it, either verbatim or with modifications and/or translated straightforwardly into another language. (Hereinafter,

translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For a library, complete source
code means all the source code for all modules it contains, plus any associated interface definition files, plus the scripts used to
control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from such a program is covered only if its contents constitute a
work based on the Library (independent of the use of the Library in a tool for writing it). Whether that is true depends on what
the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any medium, provided
that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence of any warranty; and distribute a copy of this License along with
the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.
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2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library, and copy
and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.
¢ b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of any change.
¢ ) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this License.

e d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility is invoked, then you must make a good faith effort to ensure
that, in the event an application does not supply such function or table, the facility still operates, and performs whatever part
of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function must be
optional: if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply
to those sections when you distribute them as separate works. But when you distribute the same sections as part of a whole
which is a work based on the Library, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent
is to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the Library)
on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given copy of the
Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU General Public
License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU General Public License has
appeared, then you can specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public License applies
to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent access to copy
the source code from the same place satisfies the requirement to distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by being compiled
or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the library". The executable is therefore covered by this License.
Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for the work may
be a derivative work of the Library even though the source code is not. Whether this is true is especially significant if the work can
be linked without the Library, or if the work is itself a library. The threshold for this to be true is not precisely defined by law.
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If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the Library to
produce a work containing portions of the Library, and distribute that work under terms of your choice, provided that the terms
permit modification of the work for the customer's own use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are
covered by this License. You must supply a copy of this License. If the work during execution displays copyright notices, you must
include the copyright notice for the Library among them, as well as a reference directing the user to the copy of this License.
Also, you must do one of these things:

¢ a) Accompany the work with the complete corresponding machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under Sections 1 and 2 above); and, if the work is an executable
linked with the Library, with the complete machine-readable "work that uses the Library", as object code and/or source code,
so that the user can modify the Library and then relink to produce a modified executable containing the modified Library. (It is
understood that the user who changes the contents of definitions files in the Library will not necessarily be able to recompile
the application to use the modified definitions.)

e b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the user's computer system, rather than copying library functions into the executable, and
(2) will operate properly with a modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

¢ ¢) Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of performing this distribution.

e d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to copy the
above specified materials from the same place.

e e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception, the materials to be distributed need not include anything
that is normally distributed (in either source or binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot use both them and the Library together in an
executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined library, provided that the separate distribution of the work
based on the Library and of the other library facilities is otherwise permitted, and provided that you do these two things:

e a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the Sections above.

¢ b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.
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9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modi-
fy or distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore,
by modifying or distributing the Library (or any work based on the Library), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license from
the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions. You may not impose
any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance
by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Library at all.
For example, if a patent license would not permit royalty-free redistribution of the Library by all those who receive copies directly
or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution
of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is
intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system which is
implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he
or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Library under this License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License which applies to it
and "any later version", you have the option of following the terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Library does not specify a license version number, you may choose any version
ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible with
these, write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the
Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving
the free status of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE
RISK' AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
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16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the public, we recommend making it free
software that everyone can redistribute and change. You can do so by permitting redistribution under these terms (or,
alternatively, under the terms of the ordinary General Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the full
notice is found.

one line to give the library's name and an idea of what it does.
Copyright (C) year name of author

This library is free software; you can redistribute it and/or modify it under the terms of
the GNU Lesser General Public License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this
library; if not, write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth
Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for the
library, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library “Frob' (a library for
tweaking knobs) written by James Random Hacker.

signature of Ty Coon, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!
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E. BSD and BSD like Licenses
e lighttpd

Copyright (c) 2004, Jan Kneschke, incremental
All rights reserved.

- Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following con-
ditions are met:

- Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

- Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

- Neither the name of the 'incremental' nor the names of its contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* Ppp

All of the code can be freely used and redistributed. The individual source files each have their own copyright and permission
notice. Pppd, pppstats and pppdump are under BSD-style notices. Some of the pppd plugins are GPL'd. Chat is public domain.

e Tcpdump

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. The names of the authors may not be used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

® Zip

This is version 2005-Feb-10 of the Info-ZIP copyright and license. The definitive version of this document should be available at
ftp://ftp.info-zip.org/pub/infozip/license.html indefinitely.

Copyright (c) 1990-2005 Info-ZIP. All rights reserved.

For the purposes of this copyright and license, "Info-ZIP" is defined as the following set of individuals:

Mark Adler, John Bush, Karl Davis, Harald Denker, Jean-Michel Dubois, Jean-loup Gailly, Hunter Goatley, Ed Gordon, lan Gorman,
Chris Herborth, Dirk Haase, Greg Hartwig, Robert Heath, Jonathan Hudson, Paul Kienitz, David Kirschbaum, Johnny Lee, Onno
van der Linden, Igor Mandrichenko, Steve P. Miller, Sergio Monesi, Keith Owens, George Petrov, Greg Roelofs, Kai Uwe Rommel,
Steve Salisbury, Dave Smith, Steven M. Schweda, Christian Spieler, Cosmin Truta, Antoine Verheijen, Paul von Behren, Rich Wales,
Mike White
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This software is provided "as is," without warranty of any kind, express or implied. In no event shall Info-ZIP or its contributors be
held liable for any direct, indirect, incidental, special or consequential damages arising out of the use of or inability to use this
software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to alter it and redis-
tribute it freely, subject to the following restrictions:

1. Redistributions of source code must retain the above copyright notice, definition, disclaimer, and this list of conditions.

2. Redistributions in binary form (compiled executables) must reproduce the above copyright notice, definition, disclaimer, and this
list of conditions in documentation and/or other materials provided with the distribution. The sole exception to this condition is
redistribution of a standard UnZipSFX binary (including SFXWiz) as part of a self-extracting archive; that is permitted without
inclusion of this license, as long as the normal SFX banner has not been removed from the binary or disabled.

3. Altered versions--including, but not limited to, ports to new operating systems, existing ports with new graphical interfaces,
and dynamic, shared, or static library versions--must be plainly marked as such and must not be misrepresented as being the
original source. Such altered versions also must not be misrepresented as being Info-ZIP releases--including, but not limited to,
labeling of the altered versions with the names "Info-ZIP" (or any variation thereof, including, but not limited to, different capi-
talizations), "Pocket UnZip," "WiZ" or "MacZip" without the explicit permission of Info-ZIP. Such altered versions are further
prohibited from misrepresentative use of the Zip-Bugs or Info-ZIP e-mail addresses or of the Info-ZIP URL(s).

4. Info-ZIP retains the right to use the names "Info-ZIP," "Zip," "UnZip," "UnZipSFX," "WiZ," "Pocket UnZip," "Pocket Zip," and
"MacZip" for its own source and binary releases.

F. Other Licenses
¢ Dropbear

License terms available at https://github.com/mkj/dropbear/blob/master/LICENSE

¢ ImageMagick

License terms available at https://www.imagemagick.org/script/license.php

e Net-snmp

License terms available at http://www.net-snmp.org/about/license.html

e CMU Flite

License terms available at http://www.festvox.org/flite/doc/flite_2.html#Copying

e Curl

License terms available at https://curl.naxx.se/docs/copyright.html

e dhclient

License terms available at https://www.isc.org/downloads/software-support-policy/isc-license/
e CMU Flite

Copyright (c) 1998-2000 Thai Open Source Software Center Ltd and Clark Cooper
Copyright (c) 2001-2017 Expat maintainers
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Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files

(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,

publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
s0, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO
EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS IN THE SOFTWARE

¢ netkit-ftp
Copyright (c) 1985, 1989 Regents of the University of California.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following condi-
tions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement: This product
includes software developed by the the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

e Openssl

License terms available at https://www.openssl.org/source/license.html
e portmap

Copyright (c) 2001-2004, BLFS Development Team

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following condi-
tions are met:

Redistributions in any form must retain the above copyright notice, this list of conditions and the following disclaimer.

Neither the name of "Linux From Scratch" nor the names of its contributors may be used to endorse or promote products derived
from this material without specific prior written permission.

Any material derived from Linux From Scratch must contain a reference to the "Linux From Scratch" project.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

e Zlib

zZlib.h -- interface of the 'zlib" general purpose compression library
version 1.2.11, January 15th, 2017

Copyright (C) 1995-2017 Jean-loup Gailly and Mark Adler

This software is provided ‘as-is', without any express or implied warranty. In no event will the authors be held liable for any
damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to alter it and redis-
tribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original software. If you use this
software in a product, an acknowledgment in the product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original software.
3. This notice may not be removed or altered from any source distribution.
Jean-loup Gailly Mark Adler

jloup@gzip.org madler@alumni.caltech.edu
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Black Box Tech Support: FREE! Live. 24/7.

Tech support the
way it should be.

Great tech support is just 60 seconds away at 877-877-2269 or blackbox.com.

&> BLACK BOX

About Black Box

Black Box Network Services is your source for an extensive range of networking and infrastructure products. You'll find everything
from cabinets and racks and power and surge protection products to media converters and Ethernet switches all supported by
free, live 24/7 Tech support available in 60 seconds or less.
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