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The background—migrating to Metro-Ethernet. 
A major bank, headquartered in a European capital, is the 

country’s seventh largest bank and the fourth largest network with 
586 branches nationwide processing millions of financial transactions 
every week. 

The bank IT team wanted to take advantage of the cost savings 
and increased bandwidth offered by a Metro-Ethernet network by 
migrating from a leased line and ATM infrastructure. However, they 
were very concerned about the protection of data and the innate 
vulnerabilities of a Metro-Ethernet infrastructure.

The IT team decided not to move forward with the Metro-Ethernet 
migration until a solution was found to mitigate the security 
vulnerabilities.

The encryption requirements.
The bank IT team recognized the need for network-level data 

encryption. They wanted a solution that worked in a Layer 2 
infrastructure and was capable of encryption based on VLAN ID.  
This would enable them to choose which data streams to encrypt 
and which to send in the clear. 

The encryption solution also needed to: 
• Work with the bank’s custom hub and spoke topology.
• Support point-to-multipoint applications.
•  Offer an automated encryption key manager for multicast 

applications. 
• Enable centralized management.
Most importantly, the encryption solution could not impact 

Quality of Service (QoS) applications or add more than a few 
microseconds of latency to overall network performance.
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“We were impressed with the seamless deployment...We understand 
the value of the installation and the operation simplicity.”

Network Manager
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“ They provided us with Ethernet encryption over our Metro Ethernet links without adding complexity 
to our operations or compromising our performance.”

Network and Infrastructure Director

The encryption solution selection process. 
The bank network team held meetings with four vendors: two 

offering IPsec-based solutions and two offering Ethernet encryption 
solutions. Due to performance issues and complexities associated 
with an IPsec-based solutions the bank team immediately eliminated 
the two IPsec-based proposals.

To choose between the remaining two Ethernet encryption 
proposals, the IT team needed to test them further. The first 
solution was a point-to-point implementation at each node.  
The network team recognized the operational complexity and 
management difficulty involved in this type of system. This approach 
would also not accommodate secure multicast applications and a 
large-scale deployment strategy.

The team chose the second solution, EncrypTight™, which 
provided easier management and low-latency. It offered the flexibility 
the bank team required, including a simple deployment and the 
ability to encrypt multicast traffic without compromising network 
performance. In addition, EncrypTight could easily accommodate  
their phased migration schedule without adding complexity or  
time-consuming configurations.  

Deployment.
The bank IT team started with four back-up lines. Once those 

lines were up and fully functioning with the encryption, they would 
begin a staggered deployment to 22 other nodes. 

The bank team was eager to implement the encryption solution 
and continue with their network migration. However, they were not 
willing to take any chances by rushing through the installation and 
deployment process. They staged a test deployment on day one, 
which was successful. 

After the test, the bank team encrypted a link from the 
headquarters to their office in another city. Early in day two, they 
were sending and receiving encrypted traffic between the two sites. 

“We are impressed with the seamless deployment of the first  
link and we understand the value of the installation and operation 
simplicity of the solution for our future expansion of other network 
concentration sites,” said the network manager for  the bank.

The remaining encryption appliances were deployed to the other 
sites just as smoothly. The bank team was able to centrally configure 
the appliances and generate security policies and encryption keys. 
Within a matter of days, the team was sending and receiving 
encrypted network traffic from all sites, without performance 
degradation or adversely affecting QoS. Now, the security for all  
26 sites is centrally managed from a single location. 
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